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OITPEJAEJIEHUA

B HacrosmemM T0KyMEHTE UCIOJIB3YIOTCS CIECAYIOINE TEPMUHBI U UX OIpe-
JEIICHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CUCTEMA, COCTOAINAs W3 MEPCOHANa U
KOMIUIEKCa CPEACTB aBTOMATH3AIMM €0 JIEATeIbHOCTH, peau3ytoias nHpopMma-
IUOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX (YHKLIUH.

AyTeHTH(PUKALMA OTHIPABUTEISI JAHHBIX — [IOATBEPKIAECHUE TOrO, YTO OT-
IIPaBUTEIIb MMOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aIIHAIIEHHOCTH IIEp-
COHAIBbHBIX JIaHHBIX, XapaKTepU3yeMOe CIOCOOHOCTHIO TOJIb30BaTENEH, TEXHUYE-
CKUX CpPEICTB M HH(OPMAIIMOHHBIX TEXHOJOTHHM o00ecrneynTh KOH(PUACHINATb-
HOCTh, LIEJIOCTHOCTh M JOCTYIHOCTh MEPCOHAJIBHBIX JAHHBIX MPHU X 00paboTKe B
UH(POPMALIMOHHBIX CUCTEMAX IEPCOHAIbHBIX JIaHHBIX.

BiokupoBanne nepcoHAJbLHBIX JAHHBIX — BpEMEHHOE MpEKpalleHue coo-
pa, cucTeMaTu3aluy, HAKOIUICHHUS, UCIIOJIb30BAHUs, PACIIPOCTPAHEHUSI TIEPCOHANb-
HBIX JAaHHBIX, B TOM YHCJIEC UX TIEPEAAUH.

Bupyc (KOMIbIOTEPHBbINA, IPOrPAMMHBII) — UCIIOIHAEMBIN TPOrPAMMHBIN
KOJl WJIM UHTEPIPETUPYEMbId HaOOp MHCTPYKIIMM, 00JIaaronuii CBOMCTBAMU He-
CAaHKI[MOHMPOBAHHOI'O PACIpPOCTPAHEHUSI M caMmoBocnpousBeneHus. Co31aHHbIE
NyOIMKaThl KOMIIBIOTEPHOrO BUPYCa HE BCEr/a COBNAAAIOT C OPUTHMHAIOM, HO CO-
XPpaHAIOT CIIOCOOHOCTH K JajbHEHIIEMy pacIpOCTPAHEHHIO U CaMOBOCIIPOU3BEIE-
HUIO.

BpenonocHasi nporpaMmma — rporpaMma, peIHa3HauYeHHas Uil OCYIECTB-
JICHHUsI HECAHKIIMOHUPOBAHHOTO JOCTyMNa W (MJIM) BO3JIEHCTBUSA HA TEPCOHAIbHBIC
JAHHBIE WU PeCcypchl HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnoMmoraresibHbIe TeXHH4YeCKHE CPeACTBA M CHCTEMbI — TEXHUYECKHUE
CpEJICTBA M CHUCTEMBI, HE MpeIHA3HaYEHHbIE JUIS Mepenayu, oOpaboTKu U XpaHEHUs
NIEPCOHAJIBHBIX JTAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKHUMH CPENCT-

BaMH U CUCTCMaMH, NPECAHA3ZHAYCHHBIMHA JIJIA 06p360TKI/I NEPCOHAJIbHBIX JaHHBIX



WIM B TNIOMEIIEHUSX, B KOTOPBIX YCTAaHOBJIEHbI MH(OPMAIMOHHBIE CHCTEMBI MEPCO-
HAJIbHBIX JTAHHBIX.

JocTtyn B onmepanMoHHYIO cpeay KoMIbloTepa (MH(OPMALMOHHOW CH-
CTeMbI MEPCOHAIBHBIX JAHHBIX) — MMOTYYCHHE BO3MOXKHOCTH 3aITyCKa Ha BBITIOIHE-
HHE IITATHBIX KOMaHJ, (PYHKILHH, MPOIEAYp ONEPAMOHHON CUCTEMbI (YHHUUYTOKEHUS,
KOITUPOBAHMUS, IEPEMELLIEHHUS U T.I1.), UCTIONHAEMBIX (PaiiyIOB MPHUKIIaIHBIX IPOrPaMM.

HJoctyn Kk uHdopManuu — BO3MOXKHOCTb TIOIy4eHUs] MHPOpMAIIMK U €€ HC-
[0JIb30BAHUS.

3akiag04HOe YCTPOICTBO — IEMEHT CPEICTBA CheMa MH(POPMAIIH, CKPBITHO
BHE/PSIEMBIN (3aKJIa/IbIBAEMbIN WM BHOCHUMBI) B MeCTa BOBMOXKHOTO CheMa MH(opMa-
1M (B TOM YHCIIE€ B OTPAKICHUE, KOHCTPYKIIUIO, 000PY/I0BAHUE, IPEIMETHI HHTEPhEPA,
TPaHCIIOPTHBIE CPEICTBA, A TAKKE B TEXHUYECKHE CPEJICTBA U CUCTEMBbI 00pabOTKH MH-
dbopmarmn).

3ammmaemas nHdopmMauusa — vHGoOpMAaLWs, SBISIOUIASACS MPEIMETOM COO-
CTBEHHOCTH U TIOJJIEXKAIIas 3alllUTe B COOTBETCTBUH C TPEOOBAHMSIMU IPABOBBIX JIOKY-
MEHTOB WJTU TPEOOBaHMSIMH, YCTaHABIMBAEMBIMI COOCTBEHHIKOM MH(DOpMAITHH.

Nnentndukanus — npucBoeHre CyObekTaM M OOBEKTaM JIOCTYNa WICHTU-
¢dukaropa v (WIM) CpaBHEHUE MPEABSIBISEMOrO UACHTU(UKATOPA C TIEPEUYHEM MPUCBO-
€HHBIX UACHTU(PUKATOPOB.

NudopMaTUBHBIN CUTHAJ — DJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKUE, DIIEK-
TPOMArHUTHbIE U Apyrue (pU3NUecKue movis, Mo napamerpam KOTOPbIX MOXKET ObITh pac-
KpbITa KOH(pUAECHIMATbHAsA UHpOpMalHs (TepcoHATbHbIE TaHHbIE) oOpabaTeiBacMas B
MH(OPMALIMOHHOM CHCTEME IEPCOHATBHBIX JTaHHBIX.

Nudopmannonnas cucremMa mepcoHadbHbIX NaHHbIX (UCIIAH) — uH-
(opMmalMoHHasl cUCTEMa, MPEACTaBIAONIAas cOO0N COBOKYIHOCTh MEPCOHAIbHBIX
JaHHBIX, COJEpKaIIMXCs B 0a3e JaHHBIX, a TaKKe HHPOPMAIMOHHBIX TEXHOJIOTUM
U TEXHUYECKUX CPENCTB, MO3BOJISIIONIUX OCYHIECTBISATH 00pabOTKY TaKHX Mepco-
HAJbHBIX JIAHHBIX C MCMOJIb30BAHUEM CPEACTB aBTOMATH3ALMU WK 0€3 UCIOJIb30-

BaHMA TaKHUX CPCACTB, UCIIOJIB3yCMasa B 06pa3OBaTeJ'IBHOM YUPCKIACHNH.



HNudopmanuonHbie TeXHOJIOTMH — TPOLECCHL, METObI MOUCKA, cOopa, Xpa-
HEHUsI, 00pabOTKH, MPEJOCTABICHUS, PACIPOCTpaHeH s UH(OpMALIMK U CIOCOOBI OCY-
IIECTBJIEHUS TAKUX MPOILECCOB U METOJIOB.

Hcnonb3oBanne mepcoOHAJBHBIX JAaHHBIX — JCHCTBUS (Omeparuu) ¢ mep-
COHAJIbHBIMU JIJAHHBIMH, COBEpILIAEMbIE ONEPATOPOM B IIEJSAX MPUHATUSA PEUICHUN
WIA COBEPILEHUSI UHBIX JEHCTBUH, NOPOKIAIOIMIMX IOPUINUECKHE TOCIEICTBUS B
OTHOIIEHUM CYObEKTa MEPCOHANBHBIX JTAHHBIX WM JPYTUX JIMI] JUO0 MHBIM 00pa-
30M 3aTPardBalONIMX TpaBa U CBOOOABI CYOBEKTa MEPCOHATBHBIX TAHHBIX WU
JIPYTHUX JTHII.

HcTounnk yrpo3sl 0e30nmacHOCTH MH(OpMANUM — CYOBEKT J0CTyIa, Mare-
pUATBHBIN O0BEKT WM (DU3UUECKOE SIBJICHUE, SIBISIOLIMECS TPUYMHON BO3HUKHOBEHUSI
yrpo3bl 6€30MacCHOCTH WH(OPMALIUH.

KoHTpo/sipyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHS, 3JaHKE, YacTh 3aHMHs,
MOMEILIEHHE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIHPYEMOE NpeObIBaHUE MOCTOPOHHUX
JIMIT, @ TAKYKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPUATIbHBIX CPEJICTB.

KoHuaeHIHAJIBbHOCTh NMEPCOHATBHBIX JAaHHBIX — 00s3aTeNbHOE ISl CO-
OJFOZICHMST OTIEPATOPOM WITH MHBIM MOTYYHUBIIHM JOCTYII K MIEPCOHATLHBIM JJAHHBIM JIH-
IOM TpeOOBaHUE HE JOIMYCKAaTh MX pacnpocTpaHeHusi O0e3 cornacus cyObeKTa mepco-
HATBHBIX TAHHBIX WM HATAYHS MTHOTO 3aKOHHOTO OCHOBAHHSL.

Me:xceTeBoi IKPaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAILHO-
pacrpeielieHHOe porpaMMHOE (TpOrpaMMHO-aMIapaTHOE) CPEACTBO (KOMIUIEKC), pea-
JM3YIoIee KOHTPOJh 3a MH(OpMAIMEH, TOCTYMAOMEH B HHPOPMAIMOHHYIO CHCTEMY
MIEPCOHATBHBIX JAHHBIX U (WJIN) BRIXOSIIECH 13 MH(POPMAITMOHHON CHCTEMBI.

Hapymmrtenb 6e30macHOCTH NMEPCOHATBHBIX TAHHBIX — (QU3UYECKOE JIUIIO,
CITy4aifHO WJTM MPEIHAMEPEHHO COBEPIIIAIOIIEE JEHCTBUS, CIICICTBUEM KOTOPBIX SBIISETCS
HapyIlleHue Oe30MacHOCTH TMEPCOHATBHBIX JaHHBIX MPU UX 00pabOTKE TEXHUUYECKUMHU
CpelICTBaMH B MH(POPMAIIMOHHBIX CUCTEMAaX NMEPCOHATLHBIX IAHHBIX.

HeaBromaTuznpoBanHasi o0padoTka NepCOHANbHBIX JaHHBIX — 00pa-
00TKa MepCOHATBHBIX JAHHBIX, COJEPKAIINXCSA B MHPOPMAIIMOHHOW CUCTEME Tep-
COHAJILHBIX JAHHBIX JINOO M3BJICUYCHHBIX U3 TAKOH CUCTEMBI, CYUTAECTCS OCYIIECTB-
JIEHHON 0€3 HCMOJB30BaHUS CPEACTB aBTOMATHU3alUM (HEABTOMATHU3UPOBAHHOMN),
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€CJIM TaKue JCHCTBUS C MEPCOHAIBHBIMU JTAHHBIMH, KaK UCIIOJIb30BaHUE, YTOUHE-
HUE, PaCpPOCTPAaHEHUE, YHUUTOXKEHHUE NTEPCOHATBHBIX JaHHBIX B OTHOLICHUH KaX-
JI0OTO U3 CyOBEKTOB MEPCOHAIBHBIX JTAHHBIX, OCYIIECTBISIOTCS TMPU HEMOCPE-
CTBEHHOM YYaCTHUHU YE€JIOBEKA.

HenexaapupoBaHHble BO3MOKHOCTH — (YHKIMOHAJBHBIE BO3MOXKHOCTU
CpEJICTB BBIYMCIUTEIBHON TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOIIME ONMUCAH-
HBbIM B JIOKYMEHTAIlH, TIPU UCIIOJIb30BAHUM KOTOPBIX BO3MOXKHO HapyIleHHue KOH(U-
JICHIIMATLHOCTH, JIOCTYITHOCTH WJIH IIEJIOCTHOCTH 00pabaThiBaeMoi HH(DOpMAIIHH.

HecaHKIMOHMPOBAHHBIM 10CTYNl (HECAHKIMOHUPOBAHHBbIE JECTBHS) —
JOCTYN K MH(OPMALIMU WM JIEUCTBUSI ¢ MH(pOpMAIMEn, HapyIlarolye NpaBuia pas-
TpaHUYEHHUSI JIOCTYINA C MCIONB30BAHMEM IITATHBIX CPEICTB, MPEIOCTABISIEMbIX HH-
(hopManMOHHBIMU CUCTEMaMH TIEPCOHATTLHBIX TAHHBIX.

Hocurtens undopmanum — Qusndeckoe JIMIO WIM MAaTePUATLHBIN OOBEKT, B
TOM uucie (U3HYECKoe ToJie, B KOTOPOM MH(OpMAITUsI HAXOIUT CBOE OTPAKEHUE B BUJIC
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUUYECKUX PELICHUI M MPOIIECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (PU3UUECKUX BEJTUYHUH.

O0e3MunBaHue MEPCOHATBLHBIX JaHHBIX — JICUCTBUS, B PE3yJIbTaTe KOTO-
pPBIX HEBO3MOXHO OIPEASIUTh MPUHAICKHOCTh MEPCOHAIBHBIX JAaHHBIX KOH-
KPETHOMY CYOBEKTY NEPCOHAIBHBIX JTAHHBIX.

O0padoTKka nMepCcoHANbHBIX JAHHBIX — JICHCTBUA (OMEpali) C MePCOHATb-
HBIMHU JIJAHHBIMHU, BKJTIOYasi COOp, CUCTEMaTU3all|I0, HAKOIUICHUE, XPAaHEHUE, YTOUHEHUE
(oOHOBNIEHUE, U3MEHEHHE), UCTIONIL30BAHKE, PACTIPOCTPAHEHHE (B TOM YHCIIE epeiavy),
o0e3nnarBaHue, OJIOKUPOBAHKE, YHUUTOXKEHUE TIEPCOHATBHBIX TAHHBIX.

OO0menocTynHble NMepCcoOHANbHbIE JaHHbIE — MTEPCOHANILHBIE JIaHHbIE, J10-
CTYIl HEOIPAaHUYEHHOTO KPyTa JUI] K KOTOPBIM MPEAOCTABIIEH C COrjlacus CyObeKkTa
NEePCOHATIBHBIX JAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C (pefepaIbHbIMU 3aKO0-
HaMU HE pacrpocTpaHsercs TpedoBaHue COOTIOCHUS KOH(DUIEeHIIUATbHOCTH.

Omnepartop (MepcoHAJBHBIX JAHHBIX) — TOCYJIAPCTBEHHBIM OpraH, MyHUIIU-
NaJbHBIA OpraH, IOPUIMYEeCKoe WK (U3UUECKOEe JIUI0, OpraHu3yrollee U (W) ocy-
HIECTBIISIIOIIEE 00Pa0OTKY MEPCOHATBLHBIX JJAHHBIX, & TAKKE OMPEIEIISIONIIE LIENU U CO-
JepkaHre 00padOTKH MEPCOHATBHBIX JaHHBIX.
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IlepexBar (MHGoOpManuM) — HEMPABOMEPHOE NOJNy4YeHHE HHPOpPMALUU C
UCIIOJIb30BAHUEM TEXHHUYECKOI'O0 CpPENCTBa, OCYIIECTBISIOIIEr0 OOHapyXEHUE,
npreM 1 00paboTKy HHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHbIe AaHHBbIE — JT100as MH(POpMaLKs, OTHOCSIIASACA K OIpese-
JIEHHOMY WJIH OINpeAesieMOMY Ha OCHOBaHMM TakoM MH(opManuu (pu3ndeckomy
iy (CyOBeKTy MEePCOHAIBHBIX JAaHHBIX), B TOM YMCJIE ero Gpamuins, uMs, oTde-
CTBO, IO/, MECHL, AaTa U MECTO POXKACHHMs, aJpec, CEMEUHOE, COLUAIIBHOE, UMY-
IIECTBEHHOE TOJIOKEeHHE, oO0pa3oBaHue, mpodeccusi, A0X0nbl, Apyras uHbopma-
usl.

Io0o4HbIEe 3JIEKTPOMATHUTHBIE W3Jy4YeHMS W HABOJAKM — DJIEKTpOMAr-
HUTHBIE U3TTyYEHUSI TEXHUYECKUX CPEACTB 00pabOTKU 3alUIIaeMON HH(POPMALIUH,
BO3HHUKAIOUINE KaK MOOOYHOE SBJIEHUE U BbI3BAHHBIC 3JIEKTPHUUECKUMHU CUTHAJIAMH,
JEHUCTBYIOUIMMH B UX 3JIEKTPUYECKMX M MAarHUTHBIX LEMAX, a TaKKe dJIEKTpomar-
HUTHBIE HABOJIKU 3TUX CUTHAJIOB HA TOKOIPOBOJSILIUE JIMHUM, KOHCTPYKIIUU H 11€-
Y [IUTaHMSL.

ITosmmTHKA «YHCTOrO CTOJIA» — KOMIUIEKC OpPraHU3allMOHHBIX MEpOIpHs-
TUH, KOHTPOJUPYIOIIHMX OTCYTCTBUE 3alMCHhIBAHMS HAa OyMa)KHbIE HOCUTENIH KITIO-
4yeil 1 aTpubyToB JocTyna (maposieil) u XpaHeHus! X BOJIU3U 0ObEKTOB J0CTYIA.

I[Hoab30BaTesib MHPOPMALMOHHON CHCTEMbI MEPCOHAJIBHBIX JTAHHBIX —
JMI0, y4YacTByronlee B (DYHKIMOHUPOBAHUM WH(OPMALMOHHON CHUCTEMBI IMEPCO-
HAJIbHBIX JAHHBIX WIH UCTIONB3YIOIIEE PE3yNbTaThl €€ (HYHKIIMOHUPOBAHUSL.

IIpaBuia pasrpaHMyeHust J0CTYNA — COBOKYITHOCTb MPABUJI, PErJIaMEHTH-
PYIOILIUX MpaBa JA0CTyIa CyObEKTOB AOCTYIA K 00BEKTaM JI0CTYIIA.

IIporpamMmMHasi 3aKJIaJika — KOJI IIPOrPaMMBbI, IIPETHAMEPEHHO BHECEHHBIN B
IporpamMmy C LEJIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTb, OJIOKHUPOBATh, YHUUTOXKHUTh
UHPOPMALMIO WM YHUYTOXUTh M MOJIU(ULHMPOBATH MPOrpaMMHOE OOecreueHne
MH(POPMAIIMOHHON CUCTEMBI NEPCOHAIBHBIX JaHHBIX U (WIK) OJIOKMpOBaTH amma-
paTHbIE CPEACTBA.

IIporpammHoe (MpOrpaMMHO-MaTeMaTH4YeCKOe) BO3/1elCTBHE — HECAHK-
IMOHUPOBAHHOE BO3EHCTBUE HA PECYpChl aBTOMATU3MPOBAHHON HH(POpPMAIMOH-
HOM CHCTEMBI, OCYILIECTBIISIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX MPOrpaMM.

8



PackpbiTHe TNEPCOHANBHBIX JAAHHBIX — YMBIIUICHHOC WIH CIydaiHOe
HapyIIeHHE KOH(PUICHIIMATbHOCTH MEPCOHATBHBIX TaHHBIX.

PacnpocTpaneHue NepCcOHANbHBIX JAHHBIX — JICHCTBHSI, HANpPaBIICHHbBIC
Ha TIepeayy MepCOHANBHBIX JaHHBIX OMPEACICHHOMY KpYry Jiuil (Tepenaya mnep-
COHAJIbHBIX JAHHBIX) WJIK HA O3HAKOMJICHHE C MEPCOHAILHBIMU JTaHHBIMU HEOTpa-
HUYEHHOT'O0 Kpyra JIUI, B TOM YHUCJ€ OOHAapOJOBaHHE MEPCOHATBHBIX JTAHHBIX B
CpelcTBax  MaccoBOM  uH(oOpmanuu, pasMelieHie B UHGOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETSAX WM MPEIOCTaBICHUE JOCTYIMa K MEePCOHAIbHBIM
JAHHBIM KaKUM-JIUOO UHBIM CITIOCOOOM.

Pecypc ungopmManuoHHoil cucTeMbl — UMEHOBAHHBIN 3JIEMEHT CUCTEMHO-
ro, MPUKJIAJHOrO WU anmnapatHoro odecreueHusi (yHKIMOHUPOBaHUS UH(MOpMa-
LIMOHHOW CHCTEMBL

CpeacrBa BbIYMCIUTEIBHOI TEXHUKH — COBOKYITHOCTh MPOrPAMMHBIX U TEX-
HUYECKHUX JIEMEHTOB CUCTEM 00PaOOTKU TaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CaMO-
CTOSITENIbHO WJIM B COCTABE JPYTUX CUCTEM.

Cyo0bekT aocryna (Cy0beKT) — JUIO WIM NPOLECC, JEUCTBUSI KOTOPOTrO per-
JAMEHTUPYIOTCS IPaBUIaMU pa3TpaHUYCHUS TOCTYTIA.

TexHuveckue cpeacrsa MHMOPMANUOHHONH CHCTEMBbI MNEPCOHAJIBHBIX
JAHHBIX — CPEJICTBA BBIYUCIUTEIIHLHOM TEXHUKH, WH()OPMAIIMOHHO-BBIYUCIUTEILHBIC
KOMIUIEKCBI M CETH, CPEJICTBA M CUCTEMBI Tiepeiaun, ipuema u oopadotku [1/1H (cpencrra
Y CHCTEMBI 3BYKO3aIMCH, 3BYKOYCUJICHHUS, 3BYKOBOCIIPOM3BECHHS, IEPETOBOPHBIE U TE-
JICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA W3TOTOBJICHUS, TUPAKUPOBAHMS JOKYMEHTOB W
JPYTYe TEXHUYECKUE CPEeNICTBA 00PabOTKK pedeBOM, rpaduieckoil, Buieo- u OyKBEHHO-
dpoBoit nHPOpMAIIK), TIPOrPAMMHBIE CPEICTBA (OTEPAIIMOHHBIE CUCTEMbI, CUCTEMBI
yIpaBiieHus1 6a3amMu JaHHBIX U T.I1.), CPEICTBA 3aIUThl UH(OPMAIHH, IPUMEHIEMbIC B
UH()OPMAIIOHHBIX CUCTEMAX.

TexHUYECKUN KAHAJ YTE€YKH MH(OPMALUU — COBOKYITHOCTh HOCUTEIS UH-
dbopmaiuu  (cpenctBa 00paOOTKH), (DU3UUECKOM Cpenbl pacrnpocTpaHeHus UHGOp-
MaTUBHOT'O CUTHAJIA M CPEJICTB, KOTOPHIMU JI00BIBACTCS 3alluIiaeMast iH(popMarius.

TpancrpannyHas nepejaya NepcOHAJbHBIX JAHHBIX — Mepeaya Mnepco-
HaJIbHBIX JIAHHBIX oreparopoM 4yepe3 [ocymapctBeHHyro rpanuny Poccuiickoi
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®enepanu opraHy BJIAaCTH MHOCTPAHHOTO TOCYAApCTBA, (PU3NUECKOMY WU IOPU-
JUYECKOMY JIMILY HHOCTPAaHHOT' O TOCYapCTBA.

Yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHI U
(hakTOpOB, CO3JAIOLIUX OMACHOCTh HECAHKLIMOHMPOBAHHOIO, B TOM YHMCJIE CIIy4aiHOrO,
JOCTYIIA K IIEPCOHAIBHBIM JIAHHBIM, PE3YJIETaTOM KOTOPOI'O MOXKET CTaTh YHUUTOKEHUE,
U3MEHEHHE, OJIOKMPOBaHUE, KOITMPOBAHUE, PACIIPOCTPAHEHHE IEPCOHANIBHBIX IaHHBIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JIMCTBUI MPU UX 00pabOTKe B MHPOPMAIIMOHHOM
CHCTEME MEPCOHABHBIX TAaHHBIX.

YHUYTOKEHHE NEPCOHANBHBIX JAHHBIX — JCHCTBUS, B PE3YNIBTATE KOTOPBIX
HEBO3MOYKHO BOCCTaHOBHUTBH COJEP)KAaHHUE MEPCOHATBHBIX JAHHBIX B MH(POPMALMOHHOM
CHCTEME IIEPCOHAIIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPBIX YHUYTOXAKOTCS MATEPH-
aJIbHbIE HOCUTENH NEPCOHAIBHBIX JAHHBIX.

Yreuka (3amuuaemMou) MHPpoOpMAUUM M0 TEXHHYECKUM KaHAJIaM — He-
KOHTPOJIMPYEMOE pacrpocTpaHeHre MH(GOpPMALMU OT HOCHUTENS 3alluiaeMoil uHdop-
MalMy yepe3 (PU3MUYECKYIO Cpeay 0 TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIOIIETO Nepe-
XBaT UH(pOpMaIUH.

YA3BUMOCTB — C1a00CTh B CPEACTBAX 3alUTHI, KOTOPYIO MOXHO HCHOJIB30BATh
JUISl HApYIIEHHSI CUCTEMbI MJIH COJIEpIKaILieiicsl B Hel MH(pOpMaIInHL.

HenocTHoCcTh MHGOPMAIUU — CTTIOCOOHOCTHh CPE/ICTBA BHIYUCIUTEIHLHOM TEX-
HUKU WM aBTOMAaTHU3UPOBAHHOM CUCTEMBI 00€CIIeYNBaTh HEM3MEHHOCTh MH(OpMALIK B

YCIIOBHSIX CITy9aHOTO V/WITH TIPETHAMEPEHHOTO HCKKEHUS (Pa3pyIICHHUS ).
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OBO3HAYEHUA U COKPAILLLIEHU S

ABC — anTHUBHpYCHBIE CpENICTBA

AC — aBTOMaTH3UPOBaHHAs CUCTEMA

APM — aBTOMaTH31pOBaHHOE PAdOUEE MECTO

BTCC — BcriomorarenbHble TEXHUYECKUE CPENICTBA U CUCTEMBI
NCTI/1n — nuadopmaliioHHas cucTemMa NMepCOHATbHBIX JAHHBIX
K3 — koHTpOMpyemas 30Ha

JIBC — nokasnbHasi BBIYMCIUTENbHAS CETh

MD — MexceTeBo IKpaH

HC/I — HeCaHKIIMOHMPOBAaHHBIN TOCTYII

OC — oniepalioHHasi cUCTeEMa

OO - otxen o6pa3oBaHus.

[1/TH — nepcoHaJIbHbIE JAHHBIE

IIMB — nnporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBUE

I1O — nporpammHoOe obecrieueHre

[TOMUH — no60o4HbIE 31EKTPOMArHUTHBIC U3TYYECHUS 1 HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpenctsa 3amuThl HTHGOPMAIIUU

C3I1n — cuctema (oACUCTEMA) 3aIUThI IEPCOHATBHBIX JAHHBIX
COB — cuctema 0OHapyXeHUsI BTOP>KCHHI

TKYU — Texunueckue KaHajbl yTEeUKU HHPOpMALIIU

TC — TexHnueCcKHe CpesicTBa

VYBII/IH — yrpo3bl 6e30MacHOCTH MEPCOHATBHBIX TaHHBIX

AWb — agmuHMCTpaTop MHYOPMAITMOHHOM O€30ITaCHOCTH
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BBEJIEHHUE

Hacrosmas Konnenmus uadopmannonnoi 6e3onacaoctu UCIIJIH, ucnonb3yemas
B MY Otnen ob6pa3oBaHusi aAMUHUCTPAIIMH MYHUIIUTIAILHOTO paiiona CtepiauTa-
Makckuil parion Pecry0Omnuku bamkoproctan (namee - OO), sBisieTcs opuIaib-
HBIM JIOKYMEHTOM, B KOTOPOM OIIpeJiejieHa CUCTeMa B3IUISIIOB Ha OOecredyeHue
uHpopmarmonnoi 6ezonacuoctu OO.

Hacrosimas Konnenuus onpenensier OCHOBHBIE IENM W 3a7adyd, a TaKxke
OOIIlYI0 CTPATErui0 MOCTPOEHUS CHUCTEMBI 3alUTHI MEPCOHANBbHBIX AaHHBIX (C3
[1/T1) OO. Konmnemnus onpeaensieT OCHOBHBIC TpeOOBaHMUS U 0A30BbIE MOAXOIBI K
UX peanu3aryu sl JOCTIKEHUs TpeOyemMoro ypoBHsS Oe3omacHocTH MHGpOpMa-
U U.

Konnenmus paspaborana B COOTBETCTBUU C CUCTEMHBIM TMOIX0I0M K 00Oec-
neyeHnro uHGOopMaImoHHOW Oe3onmacHOCTH. CHUCTEMHBIN MOJX0J| Mperoiaraet
IIPOBEAECHUE KOMIUIEKCA MEPONPHITUIN, BKIIOYAIOIIUX HCCIEHOBAHUE YIPO3 HH-
dbopManoHHOIN 0€30MacHOCTH U pa3paboTKy cuctembl 3amuThl [1/1H, ¢ mo3unuu
KOMILUIEKCHOTO TPUMEHEHHUS TEXHUYECKMX W OpPraHU3allMOHHBIX MEp U CPEACTB
3aIUTHI.

[Ton nadopmanuonnoit 6e3onacHocThio [IJ[H MOHMMaETCs 3alUIIIEHHOCTh
NEePCOHANBHBIX JAHHBIX U 00padaThiBaroIIe UX HHGPACTPYKTYPHI OT JIOOBIX CITY-
YalHBIX WU 3JIOHAMEPEHHBIX BO3JIEUCTBUM, PE3YIHTATOM KOTOPBIX MOXKET SIBUTh-
Ccsl HaHeceHue yiiepOa camoit nHbopmanuu, ee Braaenbiiam (cyobexkram [11H) nmn
uHpacTpykType. 3amauyn nHOOPMAITMOHHONW 0€30MaCHOCTH CBOASTCS K MUHUMMHU-
3amuu yiiep0a oT BO3MOXKHOM peanuzainuu yrpo3 6esomacHoctu [1/IH, a Takxke K
MPOTHO3UPOBAHUIO U MPETOTBPALLIEHUIO TAKUX BO3JECHCTBUM.

KoHnuenuus cimy>XUT OCHOBOHM AJig pa3pa0OTKM KOMIUIEKCAa OpraHU3alMOH-
HBIX M TEXHUYECKHUX Mep 1o obecreueHnto nuHpopmManmonHoit 6ezonacuoctu OO,
a TaKXe HOPMATHUBHBIX U METOJAMYECKUX JIOKYMEHTOB, 00€CIIEUMBAIOIINX €€ pea-
JU3AIMI0, U HE TIPEeANoiaraeT NoAMEeHbl (PYHKIIMI TOCYJapCTBEHHBIX OPraHOB Blla-
ctu Poccuiickoit ®denepanuu, OTBEHAKOIMIMX 3a oOecriedyeHrue OEe30MacHOCTH WH-

(opMaIMOHHBIX TEXHOJIIOTUNA U 3alIUTY HH(GOPMALIUH.
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Konuenmus sBiseTcst METOIOJIOTHIECKON OCHOBOM IS :

- (hoopMUPOBaHUS U MPOBEACHUS €IUHON MOJUTUKU B 00JIACTH OOECIIeUEHUS
oe3onacuoctu [1/1a B8 UCIT1a OO;

- IPUHSATHUS YTIPaBICHUECKUX PELICHUH U pa3pabOTKU MPAKTUYECKUX MEp 1O
BOIUIONICHUIO MONUTHKU Oe3omacHocT [I/IH M BbIpaOOTKM KOMILIEKCA COIJIaco-
BaHHBIX MEP HOPMAaTHBHO-IIPABOBOI'O, TEXHOJOTMYECKOIO W OpraHU3aliOHHO-
TEXHUYECKOI0 XapaKTepa, HAIPABJICHHBIX HA BBISIBJICHUE, OTPAXKEHUE WU JINKBU]IA-
MO ITOCJIEACTBUN pealn3alvu pa3IMYHbIX BUA0B yrpo3 [1/1H;

- KOOpAMHAIMYU AESATENbHOCTU CTPYKTYPHBIX moapazaenenuit OY mpu mpo-
BeZleHUU paboT 1o pa3BuTuio U 3kciuryatauuu UCIIIH ¢ cobmoaenueM TpedoBa-
HHUM oOecnieueHus 0e3omacHocTu I1/1H;

- pa3pabOTKN NPEIJIOKEHUIA IO COBEPIIEHCTBOBAHUIO IPABOBOI0, HOpMa-
TUBHOT'O, METOJIMYECKOT0, TEXHUYECKOTO M OpraHu3allMOHHOro olOecrieyeHus 0e3-
onacHoctu [1/n B UCIT/Ia OO.

O6nacts npumenenus KoHienmuu pacrnpocTpaHsieTcsi Ha BCE CTPYKTYpPHBIE
noapaszaenenuss OO, 3KCIUTyaTUPYIONIME TEXHUYECKUE U NPOrpaMMHBIE CPEACTBA
NCII/JIH, B KOTOpPBIX OCYIIECTBISETCS aBTOMAaTH3UpOBaHHas oOpaborka I1/1H, a
TaK)K€ Ha MOApa3/eNIeHUs, OCYIIECTBISIOINE COMPOBOXKIECHUE, O0CITYKUBAHUE U
obecrnieyeHue HopManbHOro ¢pyHkunonupoanust UCIIIH.

[IpaBoBoii 6a3oi 1151 pa3paboTku Hacrosmer Konuenuuu cityxatr TpedoBa-
HUS JAeHCTBYIOUIMX B PoccuM 3aKOHOMATENbHBIX U HOPMATUBHBIX JIOKYMEHTOB 110

o0ecrnieueHn 0 0€30MacHOCTH NepcoHaNbHBIX JaHHbIX (I1JIH).
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1. O0uMe mMoJI0KeHUud

Hacrosmas Konuenmus onpeznenser OCHOBHBbIE LENM M 3aJa4yd, a TaKkKe
OOIIYI0 CTpaTerui0 TMOCTPOEHHUS CHUCTEMbl 3alIUTHl MEPCOHANBHBIX JIAHHBIX
(C3I1dn) OO, B coorBercTBuHM ¢ Ilepeunem UCIT/In OO. Konuenmus onpenensier
OCHOBHbBIE TpeOOBaHUs U 0a30Bbl€ MOJAXOAbl K UX pean3alMM, A JOCTHKEHUS
TpebyemMoro ypoBHs 0€30MacHOCTH UH(POPMAIIUH.

C3I1n npencraBnsier co0Oil COBOKYMHOCTh OpPTaHU3AIlMOHHBIX W TeX-
HUYECKUX MEpONpUATUH i 3auuThl [IJ[H OT HEMpaBOMEPHOTO WM CIy4ailHOro
JOCTylla K HUM, YHUYTOXEHUS, U3MEHEHUs, OJIOKMPOBAaHMS, KOIMUPOBAHMS, pac-
npoctpanenus [1/]H, a TakKe MHBIX HEIPAaBOMEPHBIX JCUCTBUI C HUMH.

be3onacHOCTh NEpPCOHANBHBIX TAHHBIX JOCTUTAETCS ITyTEM HCKIIOYEHUS He-
CaHKIIMOHUPOBAHHOI'0, B TOM YHCJIE CIYy4aiiHOIr0, JOCTYIA K IIEPCOHAIbHBIM JJaH-
HBIM, PE€3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHHUTOXXEHHE, U3MEHEHHUE, OJIOKUPO-
BaHUE, KOIMPOBAHUE, PACIPOCTPAHECHHUE IEPCOHAIBHBIX JAHHBIX, a4 TAKXKE HHBIX
HECaHKIIMOHUPOBAHHBIX JEHCTBUM.

CrpykTtypa, coctaB 1 ocHOBHbIe pyHK1uu C3I1/IH onpenensitoTcs ucxons us3
xkimacca MCIIn. C3IIJIH BKIIOYAET OpPraHU3alMOHHBIE MEPBl U TEXHUYECKHUE
CpelcTBa 3alUThl MHGOpMALMK (B TOM YHUCIe MHPpOBaIbHbIE (KpUnTorpapuye-
CKHE€) CpEICTBA, CPEICTBA MPENOTBpPALCHUS] HECAHKUMOHUPOBAHHOI'O JOCTYIIA,
yTeUKd MH(POpPMAIMK MO TEXHHYECKHM KaHaJlaM, MPOrPaMMHO-TEXHUYECKUX BO3-
JNEHCTBHUI Ha TeXHUYECKHE cpencTBa oopadborku I1/1H), a Takke HCIOIB3yeMbIC B
MH(POPMAILIMOHHON cucTeMe NH(POPMAIMOHHbBIE TEXHOJIOTHH.

OTu Mepbl IPU3BAHBI 00ECIICUNTH:

- KOH(HUIeHIHAJBHOCTh HHPOpMAIUK (3allKUTa OT HECAHKIIMOHUPOBAHHO-
IO O3HAKOMJIEHUS);

- HeJIOCTHOCTh MH(poOpMauuu (aKTyaJbHOCTh UM HENPOTHUBOPEYUBOCTH HH-
dopManuy, ee 3alMILIEHHOCTh OT Pa3pyLIEHUsT U HECAHKIMOHUPOBAHHOI'O U3Me-
HEHUS);

- I0CTYNMHOCTHh MH(pOpMaIuu (BO3MOXKHOCTH 32 MPUEMIIEMOE BpeMsl TMOIy-

YUTH TPEOyeMyr0 HH(POPMAIIMOHHYIO YCIIYTY).
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Craguu co3ganus C3I1/IH BKIIOYaOT:

- IPENPOCKTHAS CTaaus, BKIIOYAIONIAs MPEANPOSKTHOE OOCIEIOBAHHE
NCTIdH, pa3paboTKy TEXHUYECKOTO (YaCTHOT'O TEXHUYECKOTO) 3aJaHusl Ha €€ COo-
3/1aHUE;

- cTaaus MPOEKTUpOBaHus (pa3pabotku npoekToB) u peanusanuu UCII/H,
BKuTrovaromas pazpadborky C3I11u B coctaBe UCII/IH;

- ctanus BBoja B neiicteue C3I1/H, BKIto4aromas OnbITHYIO YKCIUTyaTalrio
U TIPUEMO-CJIATOYHBIC UCIIBITAHUS CPENICTB 3allUThl HHGOPMAIIUU, a TAKXKE OLICHKY
cootBercTBUs UCITJIH TpeOGoBanusaM O0e30macHOCTH HH(OpMaLUu.

Opranu3anMoHHbIE MEpbl MPEAyCMAaTPUBAIOT CO3/IaHUE M MOAJAEpKAHUE
npaBoBoi 0a3bl Oe3onacHoctu [1/]H u pa3paboTKy (BBeIEeHUE B EUCTBUE) MPEIY-
cmotpenHbix [lonmurukoit nadopmarnmonnoit 6ezonacuoctu UCIIAH crnexyromumx
OpraHU3alMOHHO-PACTIOPSIUTEIBHBIX TOKYMEHTOB:

- [Tnan MeponpusTuii mo odecnedenuro 3amuthl [IJ]{H npu ux o6paboTke B
NCII/H;

- [lopsimok pe3epBupoBaHMsI U BOCCTaHOBiIEHUS paborocrnocodHoctd TC u
I10O, 6a3 nanneix u C3U,;

- JlomxHocTHass uHCcTpykuus agmuuuctpatopa UCII/Ixn B wacTu obecneue-
Hus 6e3onacHoctu [1/1H mpu nx oOpadborke B UCIIH;

- JloJKHOCTHAs MHCTPYKIUS agMuHucTparopa o6e3onacaoctu UCIIH;

- JlomxHocTHas uHcTpyKums nonb3oBatenss UCII[IH B yactu obecnieueHus
6e3onacHoctu [1/]n mpu ux obpadorke B UCII/H;

- MHCTpYKLMS MOJIB30BATENS HA CIy4yaill BOSHUKHOBEHUS BHEIITATHOW CUTY-
anuu;

TexHu4yeckre Mepbl 3alUThl PEATU3YIOTCS IPU MOMOIIHN COOTBETCTBYIOLINX
IPOrpaMMHO-TEXHUYECKUX CPEICTB U METOI0B 3aILUTBHI.

[TepeueHp HEOOXOAUMBIX MEp 3alIUThl MHPOPMALIUK ONPEAENSIETCs MO pe-

3yabTatam BHyTpeHHeH mpoepku 6e3onacHoctu UCITIn OO.

15



2. 3aa4m CHCTEeMBI 3alIIATHI MePCOHANBHBIX JaHHBIX (C3I1/1n)

Ocnognoit nienbro C3I1/IH aBisieTcss MUHUMU3AIUS yiiepOa OT BO3MOXKHOM
peanuzarnuu yrpo3 6e3omacHoctu I1/1H.

Jlns noctmwkeHuss ocHOBHOM menu cucrtema Oe3omacHoctu [1JIn MCIIAn
JoJkHa o0ecriedyuBaTh 3(QPEKTUBHOE PEllICHHUE CIASAYIONINX 3a/1a4:

- 3Ty OT BMemarenbcTBa B mpouecc ¢pyHkunonupoanuss UCIIH mo-
CTOPOHHUX Il (BO3MOXKHOCTHh HcCMHoib3oBaHuss AC M JOCTyNl K ee pecypcam
JOJKHBI UMETh TOJIBKO 3aPErMCTPUPOBAHHBIE YCTAHOBJIEHHBIM MOPSAAKOM I10JIb30-
BaTEIN);

- pasrpaHu4eHue TOCTYIIAa 3apEruCTPUPOBAHHBIX TOIB30BATENEN K anmnapar-
HBIM, IPOrpaMMHBIM U HHpopManHoHHbIM pecypcaM MCII/IH (BO3MOXKHOCTB 10-
CTyIa TOJIBKO K TEM PECypCcaM U BBIIOJIHEHUSA TOJIBKO TEX ONEpalvil ¢ HUMH, KO-
TOpbIE HEOOXOAUMBbI KOHKPETHBIM nonb3oBaTesssM VWCIIJIH A BbINONIHEHUS CBO-
UX CIYKEOHBIX O0S3aHHOCTEH), TO €CTh 3alIUTy OT HECAHKI[IMOHMPOBAHHOTO J10-
cTymna:

a) k uadopmanuu, nupkynupyrouieit B UCIIIH;

0) x cpeactBam BerurciutenbHoi Texuuku UCIT/IH;

B) K allapaTHbIM, POrPAMMHBIM ¥ KPUOTOTrpapUUECKUM CpeACTBAM
3amuThl, ucnoiab3yembeiM B UCI/IH;

- PETUCTPALMIO ACHCTBUM IMOJB30BATENEH IIPU HMCIIOJIB30BAHUM 3aIHIIAC-
MbIX pecypcoB MCIIJIH B CUCTEMHBIX XKypHAJIaX U NEPUOIUYECKUNA KOHTPOIb KOP-
PEKTHOCTH JEHUCTBUN ITOJIB30BATENIEN CUCTEMBI IIyTEM aHAIM3a COACPKUMOI0 ITUX
KYpPHAJIOB;

- KOHTPOJIb I[ETOCTHOCTH (00ecreueHrne HeM3MEHHOCTH) CPE/Ibl UCTIOTHEHUS
IPOrpaMM U €€ BOCCTAaHOBJIEHUE B CIIy4ae HAPYLICHHUS;

- 3alIUTY OT HECAaHKIIMOHUPOBAHHOW MOAU(MUKAIMU U KOHTPOJb LET0CTHO-
ctu ucnonbzyemsix B MCII/IH nporpaMMHBIX CPENCTB, @ TAKXKE 3aLIUTY CUCTEMBI
OT BHEJPEHUS HECAHKIIMOHUPOBAHHBIX IPOTPAMM;

- 3amuty [I/IH OT yTeuku Mo TEXHUYECKMM KaHalaM Mpu ee oOpaboTke,

XpPaHCHWH U IICpcaayvc 110 KaHallaM CBA3U,
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- 3amuty [1JIH, Xpaaumoii, oOpabaThIBaEMOM U TIepenaBaeMoil 1Mo KaHaiam
CBSI3H, OT HECAHKIIMOHUPOBAHHOTO PA3TJIANICHUS WIH HCKAKCHHUS;

- obecrieueHne KUBYYECTH KPUNTOTpadUUECKHX CPEJCTB 3alIUThl HHQPOP-
MAaIiy IPH KOMIIPOMETAIIMU YaCTH KIFOYEBOM CHCTEMBI;

- CBOGBPEMEHHOE BBISIBJICHHE UCTOYHUKOB yrpo3 Oe3omacHoctu [1JIH, mipu-
YUH U YCJIOBUH, CIIOCOOCTBYIOIMX HaHeceHUto yiiepba cyownekram I1/IH, co3nma-
HUE MEXaHW3Ma ONEPATUBHOTO pearupoBaHUs Ha yrposbl Oe3omacHoctu [1/[H u
HETaTHBHBIC TCHICHITNH;

- CO3/IaHME€ YCIIOBUH JIJII MUHUMH3AIMH U JTOKATU3allid HAHOCUMOTO YyIIep-
0a HEMpPaBOMEPHBIMHU JTEUCTBUAMHU (PU3NUECKHUX M IOPUIUICCKUX JIUI, OCIa0IeHUE
HETaTHBHOTO BIUSHUSA M JIMKBHIAIMS TOCICICTBUNA HApYIICHUS O€30MacHOCTH

IT/1n.
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3. O0bEeKTHI 3aIUTHI

3.1. Ilepeyenb MH(OPMAIHOHHBIX CHCTEM

B OO npouszBoaurcst 00padoTKa NEePCOHANBHBIX JaHHBIX C IOMOIIbIO UCIOJIb3Yye-
MbIX B OO UCIT/IH.
Ilepeuens MCII/IH onpenensercs Ha ocHoBaHMM OT4yera Mo pe3yJsbraram

BHYTPEHHEH MpoBepku (pa3padaTeiBaeTcs nHAUBHAYaIbHO 17 O0).

3.2. IlepeyeHb 00HEKTOB 3aIIUTHI

OOmbekTamu 3anuThl ABiseTcs nHpopmarus, oopadareiBaemas B UCII/IH, u
TEXHUYECKUE CPEACTBa ee 00paboTku M 3ammThl. [lepcoHanbpHBIC TaHHBIE, MOJJIE-
Kalye 3ammuTe, onpenencHbl B [lepeuHe mepcoHANBHBIX JAaHHBIX, TOISKAIIIX
3amute B UCII/IH.

OOBEKTHI 3aITUTHI BKITIOYAIOT CICIYIONTUE KOMITOHCHTHI:

1) O6pabaTsiBaemas HH(MOPMAIIHSI.

2) TexHomornyeckas nHGOpMaIus.

3) IIporpaMMHO-TEXHHUECKHUE CPECTBA 00PaOOTKHU.

4) Cpexncta 3ammtsl [1/]H.

5) Kanaiiel nH(GOpPMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIIHH.

6) OOBEKTHI U MIOMEIIEHH S, B KOTOPBIX pa3menieHbl koMmoHeHTsl MCTT/IH.
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4. Knaccuduxanus nojan3oBareeid UCIIIn

[Tonb3oBatenem UCII/IH sBusiercst nuio, yuyacTByroiiee B PyHKITMOHUPOBA-
HUM UH()OPMALIMOHHOW CHUCTEMBbl NEPCOHABHBIX JAHHBIX WM UCIOJIB3YIOLIEE pe-
3ynbTaThl ee GyHkironupoBanus. B OO nonszoBarenem UCIIAH sBasieTcs nro6oi
corpynauk OO, umeromnii noctyn k UCIIJIH u ee pecypcam B COOTBETCTBUU C
YCTaHOBJIEHHBIM MOPSKOM, B COOTBETCTBUU C €ro (DYHKIIMOHAIBHBIMUA O0S3aHHO-
CTSIMHU.

[Tonws3zoBarenu UCII[Ax B OO nenArcs Ha TpU OCHOBHBIE KATETOPHM:

1) Anmunuctparop UCIIAn. Corpymaukum OO, KOTOpbIE 3aHUMAIOTCS
HACTPOMKOMW, BHEIPEHUEM U CONPOBOXKAEeHUEM cucTteMbl. Anqmunuctparop UCIIIx
o0jazaer caeayrolM YPOBHEM 10CTyA:

- obmaymaer moiHOW WMHGOpPMANKME O CUCTEMHOM W TPUKIATHOM TIPO-
rpammaoM obecnieuenun UCII/H;

- o0yaiaet noHOM MHGpOpMAaILIMEe 0 TEXHUYECKUX CPEACTBAX U KOHPUTY-
pauuu UCIT/IH;

- UIMEET JIOCTYN KO BCEM TEXHUYECKUM CpeicTBaM o0paboTku MH(pOpMa-
uyu 1 ganabiM UCIIH;

- oOaziaer npaBaMu KOHPUIYPUPOBAHUS U aIMUHUCTPATUBHOW HACTPOW-
k1 Texanueckux cpeacts UCII/IH.

2) Iporpammuct-pazpadorunik MCITJn. Corpynauku OO minm CTOPOHHUX
OpraHM3alMii, KOTOphIE 3aHUMAIOTCS Pa3padOTKON MPOrpaMMHOr0 OOecTeueHusl.
Pazpaborunk UCII/In obnagaeT cienyronmm ypoBHEM JOCTYyIIA!

- obmaaer uHpopmalmen 00 alropuTMax M rnmporpammax o0padOTKU WH-
dopmanuu vHa UCIIH;
- o01alaeT BO3MOYKHOCTSIMM BHECEHHs OIIMOOK, HEIEKJIapUPOBAHHBIX

BO3MOKHOCTEM, MPOrPaMMHBIX 3aKJIAI0K, BPEIOHOCHBIX MPOrpamMM B IPO-

rpammHoe obOecnieuenue MCII/IH Ha cTtaguu ee pa3paOOTKH, BHEAPEHUS U

CONPOBOK/ICHUS;
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- MOXKET pacroyiarath JI0ObIMU (pparMeHTaMu HHPOPMAIH O TOMIOJIOTHH
NCII[AH u TexHudeckux cpeactBax oopadorku u 3amutel [1JH, 0OpabaThI-
BaecMbIX B UCII/IH.

3) Oneparop UCII/In. Corpyauuku moapaszaencanii OO, y4acTBYIOIINX B
nporecce skcruryararuu MCIT[Qu. Omneparop MCIIJIH o6namaer ciaemayronmm
YPOBHEM JOCTYyIIA:

- o0jaaeT BCEMU HEOOXOIWMBIMHM aTpUOyTamMH (Hampumep, Hapojiem),
00€eCIeynBaOIINMU IOCTYN K HEKOTOpoMy noaMHoxecTBY [1/1H;

- pacnionaraeT KOH(QUIAECHIMAIbHBIMU JAHHBIMH, K KOTOPBIM HMEET J10-
CTYIL.

Kareropun mnosnp3oBareneld TOMKHBI ObITh onpeneneHsl s kaxaoil UC-
[111. HomxkHO OBITh YyTOYHEHO pa3felieHue COTPYAHUKOB BHYTPU KaTEropHii, B
COOTBETCTBHUH C TUIIAMHU IOJIb30BaTeNeH, onpeneiaeHHbIMU B [lonutruke nnpopma-
[IMOHHOM 0€30IacHOCTH.

Bce BbIsBIEHHBIE IPYIIIBI MOJB30BaTENE OoTpakaroTcss B OTyere mo pe-
3yJbTaTaM BHYTpEHHeEW npoBepku. Ha ocHoBanum OtTduera ompenenstorcs MpaBa
nocryna K snemeHntaM MCIIIH s Bcex rpynn Mmoiab30BaTENEd U OTPaXaroTCs B

Marpurie nocrymna noas3oBareneit K [1/1H.
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5. OcCHOBHbIE NPUHUMIBI MOCTPOEHHUS] CHCTEMBI KOMILJIEKCHOM
3alIUThI I/IH(l)OpMaII]/II/I
[Toctpoenue cucremnr obecnieuenust 6ezonacuoctu [1JIn 8 UCIT[IH OO u ee
(GYHKIIMOHUPOBAHUE JIOJHKHBI OCYIIECTBIISTHECS B COOTBETCTBUM CO CIICAYIOUIUMHU
OCHOBHBIMU TIPUHIIUIIAMU:

- 3aKOHHOCTb;

CHUCTEMHOCTB;

- KOMILJIEKCHOCTB;

- HENPEPBIBHOCTD;

- CBOEBPEMEHHOCTD;

- IIPEEMCTBEHHOCTb U HEITPEPBIBHOCTH COBEPILICHCTBOBAHUSI;
- IIEPCOHAJIbHASL OTBETCTBEHHOCTD;

- MUHUMHA3ALUSA [TOJTHOMOYHNN;

- B3aUMOJEHCTBHUE U COTPYAHUYECTBO;

- THOKOCTb CUCTEMBI 3aIIUTHI;

- OTKPBITOCTH AJITOPUTMOB U MEXAHW3MOB 3aIlUTHI;
- IPOCTOTA MPUMEHEHUS CPEACTB 3ALUTHI;

- Hay4dHasd 00OCHOBAHHOCTh U TEXHUYECKAs pPCaIn3yeMoOCTh,

crienuanu3anus u npodeccuonanusm;

00513aTEIbHOCTH KOHTPOJIS.

5.1. 3aKoHHOCTBH

[Ipeanonaraer OCylmECTBIEHUE 3aLIUTHBIX MEPONPHUITHI U pa3zpabOTKy
C3I1In OO B COOTBETCTBUU C JIEUCTBYIOIIMM 3aKOHOJIATEILCTBOM B 00JIaCTH 3a-
mmtel [IJ[H U JOpyrux HOpPMAaTHBHBIX AKTOB MO O€30MacHOCTH HH(OpManuw,
YTBEP)KJIECHHBIX OpraHaMy rOCYAapCTBEHHOW BJIACTH U YIPABIECHHS B MPEJENaxX UX
KOMITETEHIMU.

[Tonb3oBaTenu u obcmyxkuBatomuii nepcoran [1/{n 8 UCIIIn OO gomxHbI
OBITH OCBEJIOMJICHBI O TIOPSAJIKE paOOTHI ¢ 3amuiaeMoni nHpopManuen u 00 OTBET-

CTBCHHOCTH 34 HAPYHICHUC 3alIIUThI HI[H
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5.2. CucreMHOCTH

Cucremnsiii moaxon k nocrpoeruto C3II[In OO mnpenmnonaraer y4eT BceX
B3aMMOCBSI3aHHbBIX, B3aUMOJCHCTBYIONIUX U U3MEHSIONIUXCS BO BPEMEHHU dJIEMEH-
TOB, YCJIOBUN U (PaKTOPOB, CYHIECTBEHHO 3HAYUMBIX JJII TTOHUMAHUS U PELICHUS
npobaembl obecnieuenus 6e3omacHocTu [1n B UCITIH OO.

[Ipy co3maHMM CHCTEMBI 3alUTHl JOJDKHBI YUHUTHIBATHCS BCE Clladble |
HanOosee ys3BUMbIE MecTa cucTembl oOpaboTtku II/lH, a Taike xapakTep, BO3-
MO>KHBIE€ OOBEKTHl M HANpaBJICHHUS aTaKk Ha CHCTEMY CO CTOPOHBI HapYIIMTEJEH
(0c0OEHHO BBICOKOKBANM(UIIMPOBAHHBIX 3JI0YMBIIINIEHHUKOB), TyTH TPOHUKHOBE-
Hus B pacrnpenenennbie cucteMbl 1 HCJI x nndopmaruu. Cuctema 3aiuThl T0JK-
Ha CTPOUTHCS C YYETOM HE€ TOJHKO BCEX M3BECTHBIX KaHAJIIOB NMPOHUKHOBEHUS U
HCJl x uadopManuu, HO U C y4€TOM BO3MOKHOCTH TOSIBICHUS MPUHIMITHAIBHO

HOBBIX ITyTEH peanu3anuu yrpo3 06e30MacHOCTH.

5.3. KOMILIEKCHOCTH

KoMrekcHoe ucronb30BaHUE METOAOB M CPEACTB 3allUThl MPEaIoiaraet
COIJIaCOBaHHOE MPHUMEHEHUE Pa3HOPOJHBIX CPEJCTB MPU MOCTPOCHHH LEIOCTHON
CUCTEMBI 3aIlIUTHI, IEPEKPHIBAIOIIEH BCE CYIIECCTBEHHBIC (3HAYNMBIE) KaHAIIBI pea-
JU3alliy yTPo3 U HE cofeprKaliell ciadblX MECT Ha CThIKaX OTJIEIbHBIX €€ KOMIIO-
HEHTOB.

3amura J0KHA CTPOUTHCS AIIEIOHUPOBaHO. sl KaXI0ro KaHajaa yTeuKu
uHbOpMaIMM U JUJISl KaXIOW yrpo3bl 0€30MacHOCTH JOJDKHO CYIIECTBOBATh He-
CKOJIbKO 3alUTHBIX pyOexeid. Co3gaHue 3alUTHBIX pyOekell OCyIecTBISETCS C
Y4eTOM TOTO, YTOOBI JIJII WX TPEOJOJCHUS MOTECHINATLHOMY 3JI0YMBIIIICHHUKY
TpeboBaIuCh MpodecCHOHANBHBIC HABBIKA B HECKOJIBKMX HEB3aMMOCBI3aHHBIX 00-
JaCTSX.

Bremnsst 3ammra 10mKHa 00€CTIeunBaThCsl PUBMUECKUME CPEICTBAMU, OP-
raHU3alMOHHBIMHU ¥ MPaBOBBIMU Mepamu. OTHUM u3 Haubojee YKPEIUIEHHBIX PY-
Oexeil mpu3BaHbl OBITH CPEACTBA KPUNTOTPAPUIECKON 3aIIUTHI, PEaIn30BAaHHBIC C
ucrnonb3oBanueM TexHosnorud VPN. IlpukinanHol ypoBeHb 3allUThI, YUUTHIBAIO-
MM 0COOCHHOCTU TMPEAMETHOM 00JIaCTH, MPEJCTaBIISeT BHYTPEHHUN pyOex 3a-

IIIUTHI.
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5.4. HenpepsbiBHOCTH 3amuThl 111

3amuta [1/IH — HE pa3oBOe MEpONPHUATHE U HE MPOCTasi COBOKYITHOCTh IPO-
BEJICHHBIX MEPONIPUATHUI U YCTAHOBJICHHBIX CPEACTB 3aIUThI, 3 HEITPEPBIBHBIN 11€-
JICHAITPABJICHHBIN TPOLIECC, MPEAIOIATAIONIMNA IPUHATHE COOTBETCTBYIOIIUX MEP
Ha BceX ATanax xu3zHeHHoro nukiaa MCIT/IH.

NCII[AH nomxHbl HAXOAUTHCS B 3ALIUILICHHOM COCTOSIHMM Ha MPOTSIKECHUU
BCEr0 BPEMEHU HX (PYHKIHOHHPOBaHUS. B COOTBETCTBUU C 3TUM MPUHIIUIIOM
JIOJKHBI IPUHUMATHCSI Mephl 110 HeponymeHuto nepexona UCIIIH B He3amueH-
HOE COCTOSIHHE.

BonpmmHCTBY U3HUECKUX M TEXHHUYECKUX CPEJCTB 3alUTHl T A dek-
TUBHOT'O BBINIOJIHEHHUS CBOMX (DYHKIIMH HEOOXOAMMa IOCTOSHHAS TEXHUYECKAsl H
opraHu3aioHHas (aAMUHUCTpPATHBHAs) TOJJEPKKa (CBOEBpEeMEHHAs CMEHa U
obOecricueHUEe TPABWJIBHOTO XpaHEHUS M NPUMEHECHHS WMEH, Mapojiel, KiIroden
mudpoBaHusi, TEpeornpeaeeHue MoaHoMounii u T.1m.). IlepepbiBel B pabote
CPEICTB 3alllUThl MOT'YT OBITh MCIOJb30BaHbI 3JIOYMBIIUICHHUKAMH JIJIsI aHaIu3a
MPUMEHSIEMBIX METOAOB W CPEJICTB 3alUTHI, ISl BHEAPEHUS CHEUUAIBHBIX TPO-
TPAMMHBIX U anIapaTHbIX '"3aKiaafoK" M APYrUX CPEACTB NPEONOJIEHUS CUCTEMBI

3aIIXTHI IOCJIE BOCCTAHOBIICHU €€ (DYHKIIMOHUP OBAHUS.

5.5. CBoeBpeMeHHOCTb

[Ipenmonaraer ynpexmaronuidi xapakTep Mep oOecreueHuss 0e30MacHOCTH
IT/IH, TO ecTh MOCTAaHOBKY 3a/1a4 110 komiuiekcHou 3amute MCITIH u peanuzaiuio
Mmep obecnieuenust OezonacHocT [1J{H Ha panHux ctaausx pazpadborku UCIIAH B
[EJIOM M €€ CUCTEMBI 3allUThl UHPOPMAIIUU B YaCTHOCTH.

Pa3paboTka cucTembl 3alIUThI JOIKHA BECTUCH MapajuIelIbHO ¢ pa3paboTKOM
U PAa3BUTHEM CaMOM 3aIMIIAEMON CUCTEMBI. DTO IMO3BOJIUT y4eCTh TpPeOOBaHHUS
0€30MacHOCTH TIPU MPOEKTUPOBAHUN aPXUTEKTYPHI U, B KOHEYHOM CHYETE, CO37aTh
6onee rhdexTuBHBIE (KaK MO 3aTpaTaM PeCcypcoB, TaK U MO CTOMKOCTH) 3aIHUINCH-

HBbIC CUCTCMBI.
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5.6. IIpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHME

[IpenmonaratoT MOCTOSHHOE COBEPIIEHCTBOBAHUE MEpP M CPEACTB 3aLUTHI
uHbOpMAIIMM HA OCHOBE MPEEMCTBEHHOCTH OPTraHU3AI[MOHHBIX W TEXHUYECKUX
pelIeHui, KaApoBOro cocrana, ananusa QynkiuonupoBanus UCII/Ix u ee cucre-
MBI 3aIUTHI C YYETOM M3MEHEHUH B METO/JAX M CPEICTBax IepexnaTa WH(poOpma-
IIUY, HOPMATUBHBIX TPEOOBAaHM IO 3aIIUTE, JOCTUTHYTOI'O OTEYECTBEHHOTO U 3a-

pyOEXKHOTO OMbITa B 3TOW 00JIaCTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTD

[Ipeanonaraer Bo3NOXKeHHE OTBETCTBEHHOCTH 3a o0ecrieueHue 0e30macHo-
ctu [1/]H 1 cuctemMbl MX 00pPa0OTKM Ha KAXKIOIO COTPYAHHUKA B MpEJeiaX ero moji-
HOMOYHH. B COOTBETCTBHH C ATHM MPHUHIIMIIOM PACIpe/e/IeHUe paB U 00sA3aHHO-
CTel COTPYAHUKOB CTPOUTCS TAKMM 00pa3oM, 4ToObI B CiTy4ae JIF000ro HapyIIeHus

KpyTr BHHOBHUKOB OBLII YETKO U3BECTCH WU CBCJICH K MUHUMYMY.

5.8. IlpuHUMI MUHMMH3ALMUA MOJTHOMOYMHA

O3HayaeT npeAoCTaBICHUE MOJIb30BATENSIM MUHUMAJIBHBIX IIPaB JOCTYyNa B
COOTBETCTBHH C TIPOM3BOJCTBEHHON HEOOXOAMMOCTBIO, HA OCHOBE IMPUHITUIIA «BCE,
YTO HE pa3pelICHO, 3aPEICHO.

Hoctyn k [1JIH momkeH mpeaocTaBiIsThCs TOJBKO B TOM ciydae U o0beMme,
€CJTM 3TO HEOOXOJUMO COTPYAHHUKY JJISI BBITIOJIHEHUS €0 JIOJHKHOCTHBIX OOs3aH-

HOCTEMN.

5.9. BzaumojeiicTBHE M COTPYAHUYECTBO

[Ipenmomaraer co3manue OjarompusITHOW aTMoc(epsl B KOJUICKTHBAX ITOI-
pasaenenuii, odecrieunBaromux pynkimonupoBanue UCII[Ia OO, mis cHUKEHUS
BEPOSTHOCTH BO3HUKHOBEHHUS HETaTHUBHBIX JICHCTBUM CBS3aHHBIX C UEJIOBEUCCKUM
dbakTopoM.

B Takoif 00cTaHOBKE COTPYIHUKHU JOJDKHBI OCO3HAHHO COOJIIOIaTh YCTaHOB-
JICHHBIE TIPaBWIa U OKa3bIBaTh COJICUCTBUE B ACATEILHOCTHU MOJIpa3/IeICHUN 3alllu-

Thl HH(POPMALIHH.
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5.10. I'mOokocThb cucteMbl 3amuThl I11H

[IpuHsiTEIE MEPBI U YCTAHOBJICHHBIE CPEJICTBA 3aIUThI, 0COOCHHO B Hayajb-
HBI TIEpUOJ UX HKCIUTyaTalliy, MOT'YT 0OeceunBaTh KaK YpEe3MEPHBINA, TaKk U He-
JOCTATOYHBIA ypOBEHb 3alluThl. [ oOecrieueHus BO3MOKHOCTH BapbUpPOBAHUS
YPOBHEM 3allMLIEHHOCTH, CPEACTBa 3allUThl JOJDKHBI 001alaTh OIpeneIeHHON
ruoKocThio. OCOOEHHO Ba)KHBIM 3TO CBOWCTBO SIBJISIETCA B TEX CIydasX, KOrja
YCTAaHOBKY CPEJCTB 3allUThl HEOOXOJUMO OCYIIECTBIISITH HA paOOTAIONIYI0 CHCTE-

My, HE HapyIas mpolecca €€ HopMaJbHOro (PYHKIIMOHUPOBAHHUSL.

5.11. OTKpHITOCTH AJITOPUTMOB M MEXAHU3MOB 3AIHUTHI

CyTb npHHIUIA OTKPHITOCTH aJTOPUTMOB U MEXaHMU3MOB 3aIIUTHI COCTOUT B
TOM, YTO 3allIUTa HE JOJDKHA 00ECIIeYMBAThCS TOJIIBKO 33 CUET CEKPETHOCTH CTPYK-
TYpHOH OpraHu3aluil U AITOPUTMOB (DYHKIIMOHUPOBAHMSA €€ MOJACUCTEM. JHAHHE
QITOPUTMOB PaOOTHI CHCTEMBI 3aIIUTHI HE JIOJDKHO /1aBaTh BO3MOXHOCTH €€ TIpe-
onosnenus (naxe asropam). OJHAKO, 3TO HE O3HAYaeT, YTO MH(poOpMaLUsi O KOH-

KPETHOM CHCTEME 3alUThl JOJKHA ObITh O0IEA0CTYITHA.

5.12. IlpocToTa NnpUMeHeHHs CPEACTB 3aAIUTHI

MexaHU3MBI 3alUTHI JOJKHBI OBITh MHTYUTHBHO TOHSTHBI M MIPOCTHI B HC-
noJyib30BaHuM. [I[puMeHeHre cpeicTB 3alUThl HE JIOJKHO OBITh CBS3aHO CO 3HAHMU-
€M CTEIUaIbHBIX S3BIKOB WM C BHITIOJIHEHUEM JICHCTBUM, TPEOYIOIINX 3HAUYNTEI b-
HBIX JOMOJIHUTENIBHBIX TPYJ03aTpaT Mpu OOBIYHOM paboTe 3aperucTpUpPOBAHHBIX
YCTAHOBJIEHHBIM TOPSIAKOM TIOJIb30BaTelield, a TakKe HE JOJDKHO TpeboBaTh OT
M0JIb30BATEJIS BBHIMOJHEHUSI PYTUHHBIX MAJOMOHITHBIX €My omnepanuid (BBOJ He-
CKOJIbKMX Mapojiel U UMEH U T.11.).

JlolbkHAa JOCTUraThbCs aBTOMATHU3allMsl MaKCHUMAJILHOIO YHCIIAa ACUCTBHI

noJsib3oBaresnen u anmuHuctpatopoB MCIT/H.

5.13. Hayunasi 000CHOBAHHOCTH U TeEXHHUYECKAS Pean3yeMoCTh

NudopmalimoHHble TEXHOJIOIMH, TEXHUYECKUE U MPOrpaMMHBIE CPEACTBA,
CpeICTBA U MEpbl 3alUThl MH()OPMALUU JOJKHBI OBITH PEaM30BAHBI HA COBpE-

MCHHOM YPOBHC Pa3sBHUTHA HAYKHW U TCXHUKH, HAYYHO 00OCHOBAHBI C TOYKHU 3pCHUsA
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JOCTHKEHUS 3aIaHHOTO YPOBHsI 0€30MacHOCTH MH(OPMAIlMU U JOJKHBI COOTBET-

CTBOBAaTh YCTAHOBJIEHHBIM HOpMaM U TpeOoBaHusAM 1o 6ezonacHoctH [1/1H.
C3I1du nomxkHa OBITH OPHEHTUPOBAHA HA PELICHUs, BO3MOXKHbBIE PUCKH AJIs

KOTOPBIX U MEPbI NPOTUBOACHCTBUSA 3TUM PHUCKaM IPOIJIN BCECTOPOHHIOI TEOpE-

TUYECKYIO U IPAKTUYECKYIO ITPOBEPKY.

5.14. Cnenuaau3auusi u npodgeccuoHAIN3M

[Ipeanonaraer npuBiieyeHUE K pa3pabOTKE CPEJACTB U peaju3aluu Mep 3a-
MUTH WHPOPMAIUN CTHEIUATH3UPOBAHHBIX OpTraHMU3aIii, HanboJee MOArOTOB-
JIEHHBIX K KOHKPETHOMY BHJly JESTEIBHOCTH IO oOOecreueHuro O0e30MacHOCTH
[T/IH, UMEOUIUX ONBIT MPAKTUYECKON pabOThl U rOCYapCTBEHHYIO JIUIICH3UIO Ha
NPaBO OKa3aHWsS YCIAYr B 3TOW oOjacTu. Peanuzarusi aiMHUHUCTPATUBHBIX MEpP U
AKCIUTyaTalysi CPEACTB 3aIIUTHI JIOJDKHA OCYIIECTBIISTHCS MPOGECCUOHATBHO TO/-

rorosiaeHHBIMHU crieruaauctamMu OO.

5.15. O0s13aTe/ILHOCTH KOHTPOJISI

[Ipeanonaraer 0043aTENbHOCTh U CBOEBPEMEHHOCTh BBISBIICHHS U TIpeceye-
HUSl TOMBITOK HAPYIIEHHs] YCTAHOBJIEHHBIX MpaBHJ oOecredeHus: 0e30MacHOCTU
[1/TH Ha OCHOBE HMCIIOJNIB3YyEMbIX CUCTEM U CPEICTB 3aIlIUTHI HH()OPMAIIMU TIPU CO-
BEPILLIEHCTBOBAHUH KPUTEPUEB U METOAOB OLIEHKH 3(P(HEKTUBHOCTU STUX CHUCTEM U
CPEICTB.

KonTponp 3a nedTenbHOCThIO JIOOOT0 MOib30BaTeNsl, KaXAOro CpeicTBa
3alIUTHl U B OTHOIIEHUU JIFOOOro 00BEKTa 3alllMThl JOKEH OCYIIECTBISATHCS Ha
OCHOBE NPUMEHEHUS CPEACTB ONEPATUBHOIO KOHTPOJS U PETUCTPALUM U JOJIKEH
OXBaThIBaTh KAK HECAHKUMOHWUPOBAHHBIC, TaK U CAHKIIMOHUPOBAHHBIE EUCTBUS

MOJIL30BATEJIEN.
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6. Mepbl, MeTOOBI M CpeacTBa oOecnevyeHusi TPeOyeMOro ypoBHS
3alUIIEHHOCTH

OGecrieueHne TpeOyeMOro ypoBHs 3alIMIIEHHOCTH JOJDKHO JTOCTUTaThCS C
UCIIOJIb30BaHUEM MEp, METOJIOB U CPelCTB Oe3omacHocTh. Bee Mepnl obecrnieueHus
6e3onacuoctu UCIIJIH noapasnenstoTcs Ha:

- 3aKOHOJIaTeNIbHbIC (IIPABOBHIC);

MOPAJIBbHO-9THICCKHC,

OpraHU3alMOHHbIE (aIMUHUCTPATUBHBIE);

duznueckue;

TEXHUYECKHE (anmnapaTHbie U IPOrpaMMHEIE).
[lepeduenbp BbIOpaHHBIX Mep oOecrieueHusi O€30MacHOCTU OTpa)KaeTcs B

[Tnane meponpusTUil M0 00ECIIEYSHUIO 3aAMIUTHI IEPCOHATBHBIX JaHHBIX.

6.1. 3akoHoaaTe/ibHbIE (IPABOBbIE) MePbI 3aLUTHI

K mpaBoBbIM MepaM 3alIuThl OTHOCSITCSI IEHCTBYIOIIHME B CTPAHE 3aKOHBI,
yKa3bl 1 HOPMAaTUBHBIE aKThl, periaMeHTHpyromue npaswia odpanienus c¢ [1/1H,
3aKpETUISIONINE MpaBa U 00s13aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOIIEHUN
B Mpoiiecce ee 00padOTKM M MCIOJB30BaHMS, @ TAK)KE YCTaHABIMBAIOIIUE OTBET-
CTBEHHOCTb 3a HAapyILICHUs 3THUX MpaBW, NMPEMSITCTBYS TEM CaMbIM HENPaBOMEDP-
HOMY ucrosib3oBanuto I1JIH U sBistoNIMECs caepKUBaoIUM (paKTOpoM JJisl 1Oo-
TEHIMAJIbHBIX HapyIIUTEEH.

[TpaBoBBIE MepHI 3aIIUTHI HOCSAT B OCHOBHOM YIPEXKIAIOIINNA, TPOPUITAKTHU-
YEeCKHUil XapakTep U TpeOYIOT MOCTOSHHON pa3bsICHUTEIBHON pabOThI C MOJIb30Ba-

TCISIMU U O6CHy)KI/IBaIOH_[I/IM IEpCOHATIOM CUCTCMBI.

6.2. MopajbHO-3THYECKHE MePbI 3aIUTHI

K MopasibHO-3THYECKMM MepaM OTHOCSITCSI HOPMbI IOBEIEHUS, KOTOpHIE
TPaJIULUOHHO CJIOKWINCh WIM CKIAIbIBAIOTCS MO Mepe pacnpocTpaHeHus OBM B
CTpaHe WU 00IecTBE. DT HOPMbI OOJIBLIEH YaCThIO HE SIBISAIOTCSA 0053aTEIbHBI-
MU, KaK 3aKOHOJATEJIbHO YTBEpPXKIAEHHbIE HOPMATUBHBIE aKThl, OAHAKO, UX HECO-
OJyitoieHHe BelleT OOBIYHO K MAJEHUI0 aBTOPUTETA, MPECTHXKA YEIOBEKa, TPYIIIbI

JIMI] WJIKM OpraHH3aluu. MOpaHBHO-STI/I‘—ICCKI/IC HOPMBI OBIBAIOT KaK HEIMCAHBIE
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(HampuMep, oOIIeNPU3HAHHBIE HOPMBI YECTHOCTH, MAaTPUOTHU3MA U T.I1.), TaK U MHU-
caHble, TO €CTh OOPMIIEHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBWi WU Ipeanuca-
HUU.

MopanbHO-3TUYECKHE MEpPbl 3alUThl SBISIIOTCS NPOPUIAKTUUECKUMH U
TpeOyIOT MOCTOSHHON pabOThl MO CO3JaHUIO 30POBOI0 MOPAJIbHOIO KJIMMaTa B
KOJUIEKTUBAX MOAPA3ACICHUNA. MOpaIbHO-3TUYECKUE MEPBI 3aIUThl CHUKAIOT Be-
POSITHOCTh BO3HUKHOBEHMS! HETaTUBHBIX JACUCTBUH, CBSI3aHHBIX C YEJIIOBEYECKHM

dbakTopoOM.

6.3. OpraHu3anuoHHble (AAMHUHUCTPATHBHbIE) MePbl 3aIIIUThI

OpranuzanuoHHble (aAMUHACTPATUBHBIE) MEPBI 3aLIUTHI - 3TO MEPHI Opra-
HU3ALMOHHOTO XapakTepa, PerjiaMeHTHUPYIOIIUE Mpoluecchl (HYHKIMOHUPOBAHUS
NCIIdn, ucnons3zoBanue pecypcoB WCIIAH, nesareabHOCTh OOCTY>KHUBAIOIIETO
MepCcoHalia, a TaKXKe MOPSAOK B3auMojiercTBus mosib3oBateneid ¢ UCIIJIH Takum
00pa3oM, YTOOBl B HAaMOOJbIIEH CTENEHHM 3aTPYIHUTh WIH HUCKIIOYUTH BO3MOXK-
HOCTb peaJiu3alliu Yrpo3 0€30MacCHOCTH WM CHU3UThH pa3Mep MOTephb B CIIydyae UX
pean3anuu.

['maBHast 1enb agMUHUCTPATUBHBIX MEp, NPEANPUHUMAEMBIX HA BBICILIEM
yIPaBIEHYECKOM ypOBHE — cdopmupoBaTh [lonmutuky wuHpopManuoHHON O€3-
oracHoctu [1/IH (oTpaxkaromyro moaxo/sl K 3aluTe HHPOpPMAIK) U 00ECIeUUTh
€€ BBINIOJIHEHUE, BBIJEISSI HEOOXOIMMBIE PECYPCHl U KOHTPOJIUPYS COCTOSTHUE JIEI.

Peanuzamus [Momutuku undopmanuonnoit 6e3onacHoctu [11n B UCIIIH
COCTOMT M3 MEpP aJAMUHUCTPATHUBHOIO YPOBHS M OpPraHU3ALMOHHBIX (IIPOLIENYp-
HBIX) MEp 3alIUThl HHQOpMALIUH.

K agMuUHUCTpaTUBHOMY YPOBHIO OTHOCSTCS PELIEHUs PYKOBOJICTBA, 3aTpa-
ruaromue aearenbHocTs MCIIIH B nenom. Otu pemienus 3akpesitores B [Tonu-
TUKE UH(POpMaMOHHON Oe3onacHocTu. [Ipumepom Takux pemeHuit MOTryT ObITh:

- IPUHATHE peuIeHUus O (POPMUPOBAHUU WIM TEPECMOTPE KOMIUIEKCHOMN
nporpamMmsl ooecrnieuenust 0esonacHoctu [1/{H, onpeneneHne OTBETCTBEHHBIX 3a €€

peain3anuro,
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- hopMynHpOBaHUE I1IEJICH, MOCTAHOBKA 3aj/1ay, ONPEACIICHUE HaIrpaBiIeHUMN
NeATeNbHOCTH B 00acTu 6e3omacHoctH I1/1H;

- IPUHSATHE PEIICHUN TI0 BOTIPOCaM peaTn3alii MporpaMMbl 0€30MIaCHOCTH,
KOTOpbIe paccMaTpuBatoTcs Ha ypoBHe OO B 11€710M;

- o0ecrieueHre HOPMATHBHOM (MpaBOBOI) 0a3bl BOMPOCOB OE30MACHOCTH U
T.IL

[Tonutuka BEepXHEro ypOBHS JOJKHA YETKO OYEPTUTH cdepy BIUSHUSA U
OTpaHUYCHUSI TIPU OIpesiereHuu meneit 6ezonacHoctu I1/1H, onpeaenuTs KakuMu
pecypcamu (MaTepuaibHble, EPCOHANI) OHU OYAYT JOCTUTHYTHI U HAUTH pazyMm-
HBII KOMIIPOMHUCC MEXKY TTPUEMIIEMbIM YPOBHEM O€30MAaCHOCTH U (PYHKIIMOHAI b-
HocThio UCIT/IH.

Ha opranuzanmoHHOM ypOBHE ONPENENSIOTCA MPOLENyphl U IMpaBHiia J0-
CTWO)KEHHS 1eNield U pemieHus 3anad [lonmutuku nHPOpMaMOHHON 0€30MacHOCTH
[1/IH. DTH mpaBUiia ONPEAEIIAIOT:

- KakoBa 00J1acTh MPUMEHEHU MONUTHKU 6e3onacHocTH [1/1H;

- KaKOBBI POJIU M 00S3aHHOCTU JOJIKHOCTHBIX JIMI], OTBEYAIOIIKE 32 MPOBE-
neHue noauTuku 6e3zonacHoctu [1JIH, a Takke UX yCTaHOBUTH OTBETCTBEHHOCTH;

- KTO UMeeT Ipasa gocryna K I1/1H;

- KaKUMU MEpaMU U CpeicTBaMu oOecreunBaeTcs 3ammTa [1/H;

- KaKUMU MEpaMHU U CPeJICTBaMU 00€CTIeUnBAETCS KOHTPOJIb 3a COOIIO/ICHU-
€M BBEJIEHHOI'O PeKUMa 0€30MaCHOCTH.

OpranuzaimoHHbIE MEPHI JIOJKHBI

- IpeycMaTpuBaTh PEeriiaMeHT WHGOPMAIIMOHHBIX OTHOIIECHUN, MCKII0Ya-
IOIUX BO3MOXKHOCTh HECAHKIIMOHUPOBAHHBIX JEHCTBUN B OTHOIICHUU OOBHEKTOB
3aIlUTHI;

- ONPENENATh KOAJULUMOHHBIE U UEPapXUUECKUE MPUHIUIBI U METOJbI pas-
rpanndeHus gocryna K 1/1H;

- ONPEENATh MOPSAI0K pabOThl ¢ MPOrPaMMHO-MATEMATUUECKUMHU U TEXHU-
YECKUMU (amnmapaTHBIMHU) CPEICTBAMU 3alUThl U KPUNTO3AIMUTHI U JAPYTHX 3a-

IUTHBIX MCXaHU3MOB,
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- opranu3oBaTh Mepbl npotuBoaeiicTBuss HC/ nmonps3oBarensiMu Ha 3Tamax
ayTeHTU(UKALMY, aBTOpU3ALUM, WJICHTU(PUKAIMU, OOECIEUUBAIOIINX TapaHTUU
peanm3aiuy mpaB ¥ OTBETCTBEHHOCTH CYObEKTOB HH(GOPMAIIMOHHBIX OTHOIICHHH.

OpraHuzaimoHHbI€ MEPBI JIOJKHBI COCTOSTH H3:

- [Topsinka momycka COTpyIHUKOB K ucnonab3oBaHuto pecypcoB UCITIn OO
(PazpemmrensHas cucteMa nocrymna k [1/1H);

- Uncrpykumii nonb3oBarenein MCIIIn (axmunuctparopa UCIT/IH, aamu-
HUCTpaTopa Oe3omacHocTH, oneparopa UCIIH);

- I/IHCTPYKHI/II/I IMOJIL30BATCIIA ITPHU BO3ZHUKHOBCHHWH BHCIITATHLIX CI/ITyaHI/II\/’I.

6.4. ®dusnyeckue Mepbl 3aAMMUTHI

dusnuecKkre Mepsbl 3alUThHl OCHOBAHBI HA IPUMEHEHUHN PAa3HOIO poja Mexa-
HUYECKUX, DJIEKTPO- WIM DJIEKTPOHHO-MEXAHUYECKUX YCTPOWUCTB U COOPYKEHUH,
CHELMATIBHO MPEJHA3HAYCHHBIX JUISl CO3/1aHUs (PU3NYECKUX MPENsSTCTBUII HA BO3-
MOXHBIX IIYTSIX IPOHUKHOBEHUA U JOCTYIIA IOTCHIUAIBHBIX HAPYIIUTEIEH K KOM-
MOHEHTAM CHUCTEMBbI U 3alllUIaeMOi MHPOpPMALIUH, a TAKXKE TEXHUYECKUX CPEJCTB
BU3YaJIbHOT0 HAOJIOICHHUS], CBSI3U U OXPAHHOM CUTHAJIU3aLINU.

dusnyeckas 3auuTa 3/1aHUAN, MOMELIEHUH, 00bEKTOB U CpeACTB MH(pOpMa-
TU3ALMU JOJDKHA OCYLIECTBIATHCSA IIYTEM YCTAaHOBJIECHHUS COOTBETCTBYIOLIUX I10-
CTOB OXpaHbl, C MOMOIIbI0 TEXHUYECKUX CPEACTB OXPaHbl WIH JIOOBIMU JPYTUMHU
crocobaMu, MPeIoTBPALIAONIMMHI WIA CYIIECTBEHHO 3aTPYIHSIONIMMH HPOHHUK-
HOBEHME B 3/1aHUE, MTOMEILECHUSI TTOCTOPOHHUX JIUI, XHUIEHUE WH()OPMALMOHHBIX
HOCUTENEW, caMuX CpelIcTB HH(GOpMaTU3allMK, HCKIIOYAIOIUMU HaX0XJIECHUE

BHYTPU KOHTPOJIUPYEMOM (OXpaHsieMOM) 30Hbl TEXHUYECKUX CPEICTB Pa3BEIKH.

6.5. AnmapatHo-mporpamMMHble cpeacTBa 3amuThl 11

TexHuueckue (ammapaTHO-TIPOrPAMMHBIE) MEPhI 3aIIUTHI OCHOBAHBI Ha HC-
MOJTb30BAHUM PA3JIMYHBIX AJIEKTPOHHBIX YCTPOWCTB M CIICNHAIBHBIX MPOTPaMM,
Bxosmux B coctaB MCIIJIH 1 BRITTOMHSIOMMX (CAMOCTOSITETLHO MITH B KOMIIIIEKCE
C IPYrUMU CpeACTBaMU) (PYHKIMU 3aUTHI (MACHTU(DUKAINIO U ayTeHTU(PUKAIIAIO
MOJIb30BATENIel, pasrpaHUYCHHE JOCTyla K pecypcaM, PEerucTpanuio COOBITHH,

Kpunrorpapuyeckoe 3aKpbiTie UHPOPMAIUU U T.1I.).
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C yderoMm Bcex TpeOOBaHUI U IPUHITUTIIOB oOecrieueHus 6e3omacaoctu [1/{H
B MCII/IH mo BceM HampaBJIEHUSIM 3alUTHI B COCTAB CHCTEMBI 3aIUTHI JOJKHBI
OBITH BKJIIOYCHBI CIICMYIONINE CPEICTBA!

- cpencTBa uaeHTU(UKAIMU (OMO3HABaHUs) U ayTeHTU(UKAIU (TOaTBEP-
YKIEHUS MMOJTMHHOCTH ) Tiosib3oBareneit MCIT I,

- CPEACTBAa pa3rpaHUYECHUs] JOCTYIA 3apPErMCTPUPOBAHHBIX IOJIb30BATEIICH
cuctemsl k pecypcam UCITIn OV,

- cpencTBa oOecTeYeHUs] U KOHTPOJS IETOCTHOCTH MPOTPpaMMHBIX U WH-
(OpMaLIMOHHBIX PECYPCOB;

- CpelICTBa OMEPaTUBHOIO KOHTPOJISI U PEruCTpalluu COOBITHI Oe30IacHo-
CTH;

- kpunrorpadudeckue cpeactna 3amuTsl [1/1H.

YcenemHoe NpPUMEHEHHE TEXHUYECKHUX CPEACTB 3allUThl HA OCHOBAaHHUU
OPUHUMUIIOB (pa3fien S5) mpeamnojiaraeT, 4To BBIMOJIHEHUE MEPEUYUCICHHBIX HUXKE
TpeOOBaHMl 0OECTICYEHO OpPraHU3AIMOHHBIMU (aMUHUCTPATUBHBIMH) MEpaMU U
UCIIOJIb3yeMbIMU (PU3UUECKUMHU CPEACTBAMU 3AIUTHI:

- o0ecrieueHa ¢pu3uvecKas 1eIoCTHOCTh Becex kKommoneHT MCTI/IH;

- KaxAbld coTpyAaHuk (monb3zoBarens WCIIIH) unu rpynmna mnosib3oBaTesei
UMEET YHHUKAJbHOE CUCTEMHOE UMS U MUHMMAJIbHO HEOOXOJIUMBIE JIJIsl BBIMOJIHE-
HUS UM CBOMX (DYHKIIMOHAJBHBIX OOS3aHHOCTEH MOJTHOMOYMS MO JOCTYNY K pe-
cypcaM CUCTEMBI;

- 8 UCII/Iz OO pa3paboTka 1 oTiagKa IporpaMM OCYIIECTBIISICTCS 3a Tpe-
nenamu MCIIJIH, Ha uCHIBITATEIbHBIX CTCHAAX;

- BC€ U3MCEHEHHS KOH(QUTypallMd TEXHUYECKUX U MPOrPAMMHBIX CPEICTB
NCII[JH npou3BOIATCS CTPOr0 YCTAHOBJIEHHBIM IOPSIKOM (PETUCTPUPYIOTCS H
KOHTPOJIHUPYIOTCS) TOJIBKO HAa OCHOBAHUHU pacnopsbkeHuid pykosojictea OO;

- ceTeBoe 000OpyAoBaHUE (KOHIEHTPATOPbl, KOMMYTAaTOpPbI U T.II.) pacroiia-
raercs B MECTaxX, HEJAOCTYIHBIX ISl TOCTOPOHHUX (CHEIUATIbHBIX MMOMEUICHUSIX,
mkadax, 1 T.1L.).

- crienanuctamu OO OCylIeCTBISIETCS HENPEPHIBHOE YIIPABICHUE U aMHU-
HUCTpPATUBHAS TOEPKKA GYHKIIMOHUPOBAHUSI CPEJICTB 3aIIUTHI.
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/. Kontpoasb 3¢ppekTuBHoCcTH cucTtembl 3amutbl UCIIIn OO

Konrpons addexrnBHOCTH C3II/IH M0DKEH OCYIISCTBISECTCS HA IEPUOIH-
yeckoit ocHoBe. llenbro KOHTPOss A3((PEKTUBHOCTH SBISETCS CBOEBPEMEHHOE BBI-
SBJICHUE HEHaUIeKAIUX pexxuMoB padoTel C3II/IH (oTKIIOUEHHE CPEACTB 3alllu-
Thl, HapYyIICHUE PENKUMOB 3alIUThI, HECAHKIIMOHUPOBAHHOE M3MEHECHHUE pPEeKUMa
3alUTHI U T.I1.), MPOTHO3UPOBAHUE aTaK U MPEBEHTUBHOE PEearupoBaHUE HA HOBBIC
yrpo3sl 0e3onacHoctu [1/1H.

Koutpons MoxeT mNpoBOAWTHCA KaK aJMUHUCTpATOpamMu O€30MacHOCTH
NCII[x (omepaTUBHBI KOHTPOJb B IpoLecce MHPOPMALKMOHHOIO B3aUMOJECH-
ctBust B ICII/IH), Tak U npUBJIEKAEMBIMH JJISI 3TOU 1€ KOMIIETEHTHBIMU Opra-
HHU3AIUSIMHU, UMCIOIIMMH JIUICH3UIO Ha 3TOT BHUJ JeaTelIbHOCTH, a Takke DCTOK
Poccun u ®Ch Poccuu B nipeenax ux KOMIETEHIINH.

KoHTponb MOXKET OCYIIECTBISTHCS aJMUHUCTPATOPOM O€30MAaCHOCTH Kak C
MOMOIIBIO IITATHBIX CPEACTB CUCTEMBI 3aluThl I1/IH, Tak U ¢ TOMOIIBIO CHEIIU-
AJIbHBIX MMPOTPAMMHBIX CPEICTB KOHTPOJISI.

Ouenka 3¢ dpexktuBHOCTH Mep 3anuThl [IJ[H TPOBOAUTCS ¢ UCIIOIB30BAaHUEM
TEXHUYECKUX U MPOTrPAMMHBIX CPEJICTB KOHTPOJIS HA MIPEIMET COOTBETCTBUS yCTa-

HOBJICHHBIM Tpe6OBaHI/I$IM.
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8. Cdepbl 0TBETCTBEHHOCTH 3a Oe3onmacHocTh 111

OTBETCTBEHHBIM 3a pa3pabOTKy Mep W KOHTPOJb Haj oOecriedeHuem 0e3-
OMACHOCTH TEPCOHAJILHBIX JIAaHHBIX SBJISETCS aAMUHUCTPATOpP MHGOPMAIIMOHHON
6e3onacHoctu (nanee - AUB), HazHauaemblit mpuka3oM HavanbHUKa OO.

Cdepa orBerctBeHHOCTH AWDB BKItOYaeT ciepyromiue HampaBieHusi odec-
neueHus 6ezonacHoctH I1/H:

- [InanupoBaHue u peanuzaius Mep 1o odbecrneueHuto 6ezonacHoctu [1/1H.

- AHanu3 yrpo3 6e3onacuoctu [1J[H.

- Pa3paboTky, BHEApEHNE, KOHTPOIh WCIOTHEHUS W TOAJCPKaHNE B aKTy-
aJTbHOM COCTOSIHUM MOJUTHUK, PYKOBOJICTB, KOHIIENIMNA, TPOLIEAYpP, PETJIaMEHTOB,
UHCTPYKIUI U JPYTUX OpraHU3alMOHHBIX IOKYMEHTOB IO 0OecredeHnIo Oe30mac-
HOCTH.

- Kontpons 3anumennoctu UT-undpactpykrypst OO ot yrpo3 Ub myTtem.

- O6yuenne u uHpopmupoBanue noibzopareneit UCIIAn o nopsake pado-
TbI ¢ [I/IH 1 cpencTBaMu 3a1UTHI.

- [IpenoTBpailieHne, BBISIBICHHE, pearupoBaHUE W paccieoBaHUE Hapylile-
Hui 6e3onacHocTu I1J1H.

- He pexxe ogHOro pasa B kBapTal (a Ipy HATUYUU HEOOXOAMMOCTHU U YaLIE)
uHpopmupoBanue pykoBoactBa OO o cocTossHUM MH(OPMAIMOHHON O€30MacHO-
CTH.

[Ipyu B3aumomeMCTBUU CO CTOPOHHMMH OpraHHU3allMsIMU B CIy4dasX, Korjaa
COTPYIIHMKAM 3THX OpraHU3aIMil MPEOCTABISIETCS JOCTYN K OOBEKTaM 3alUThl
(pasaen /3/), ¢ 3TUMU OpraHM3alUsAMHU JOJDKHO OBITh 3akiodeHo CoraiieHue o
KOH(puUIeHIMaIbHOCTH, 1100 CornamieHue o coOM0IEHUN pekuMa 0e301MacHOCTH
[T1n npu BemmosiHeHun pa6ot B MCII/H. [ToaroroBka TUMOBBIX BapUaHTOB ATHUX

COrJIallICHUH OCYHICCTBIIACTCA IOpI/I,Z[I/I‘IGCKI/IM OTOCIOM.
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9. Moneab HapymuTe/isi 0€30I1aCHOCTH

[Ton mapymutenem B OO nmoHUMaeTcs JUL0, KOTOPOE B PE3YJIbTATE YMBbIIII-
JICHHBIX WJIM HEYMBIIUICHHBIX JIEUCTBUI MOXET HAHECTH yIepd o0beKTaMm 3aIiu-
ToI (pazzaen /3/).

Hapymurenu noapaszaenstorcst mo npusHaky npuHamiesxkHoctu Kk MCITIH.
Bce Hapymurenu aenarcs Ha 1Be TPYIIIb:

® BHEIIIHWE HAPYIIUTENU — (PU3UUYECKUE JIUIA, HE UMEIOIINE MpaBa MpeObl-

BaHUs HAa TEPPUTOPUU KOHTPOJIHUPYEMOM 30HBI, B Mpeaenax KOTOpOu
pa3smemniaercs ooopyaoBanue UCII/IH;

® BHYTPEHHHUE HapYLIUTENHN — PU3HUECKHUE JIUIIA, UMEIOIINE IPABO MpPeObI-

BaHUs HAa TEPPUTOPUU KOHTPOJIHUPYEMOM 30HBI, B Mpeaenax KOTOpOu
pasmeniaercs ooopynoBanue MUCITJIH.

Krnaccudukanus Hapymwureneil npeacrasieHa B Mogenu yrpo3 6e30macHo-

ctu nepcoHanbHbIX HaHHbIX UCIT/IH.
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10. Moaeab yrpo3 0e30nacHoOCTH

Hnsa UCITOAa OO BbIAEHSAIOTCA CIEAYIOIIME OCHOBHBIE KAaTErOpUM YyTPO3
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX:

1) Vrpo3bl OT yTEUYKH 10 TEXHHYECKUM KaHaJaM.

2) Yrpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYIA K HH(POPMAIIHK:
- YIrpo3bl YHUUTOXKEHUS, XUllleHus1 annapaTHbix cpeacts MCII/n Hocu-
Tened napopmaru nyreM pusndeckoro gocryna k anementam UCITJIH.
- Yrpo3sl XUIIEHUs, HECAHKIMOHUPOBAHHOW MOAu(pUKAUU WIH OJOKH-
poBaHus uH(pOpManKK 3a cueT HecaHKIMoHupoBaHHoro qoctyna (HCH) ¢
MIPUMEHEHUEM IPOrPAMMHO-AIIAPATHBIX U MPOrPAMMHBIX CPEJICTB (B TOM
YKCJIe IPOrpaMMHO-MATEMaTHYECKUX BO3ACHCTBUI).
- YIrpo3bl HENPEIHAMEPEHHBIX IEUCTBUM MOJIb30BATEICH U HAPYLICHUU
6e3onacHoctu ¢pynkimonuposanust UCIIIu u C3I1/IH B ee cocTaBe n3-3a
cO0€eB B MIPOrpaMMHOM OOECIIEYEHUH, a TaK:Ke OT YIpO3 HEAHTPOIIOT€HHO-
ro (c6oeB ammaparypbl U3-3a HEHAJECKHOCTU AJIEMEHTOB, COOEB AIEKTPO-
NUTaHUs) U CTUXUIHOTO (yIapOB MOJHUM, M0KAapOB, HABOJHEHUHN U T.II.)
XapaKTepOB.
- YTpo3bl IpeAHAMEPEHHBIX AEUCTBANY BHYTPEHHUX HAPYILIHATEIIEH.

- prOSBI HCCAHKIIMOHUPOBAHHOI'O AOCTYIIA I10 KaHAJIaM CBs3H.

Omnucanue YIpo3, BEPOATHOCTh UX pCain3allii, OIIACHOCTb N aKTYAaJIbHOCTb

npezcraBiieHbl B Mogienu yrpo3 6e3omnacHocTu nepcoHaibubix gaHHbix UCI/H.
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11. Mexanu3m peajauzannu Konuenmuu

Peanuzanus Konnenuuu noikHa OCYIIECTBISTHCS HA OCHOBE MEPCIIEKTHB-
HBIX IPOTpaMM U IUIAHOB, KOTOPBIE COCTABJIAIOTCS HA OCHOBAHUM M BO HCIIOJIHE-
HUE!

- ¢enepanbHBIX 3aKOHOB B oOjlacTu obecrieueHUs: MH(OOPMAIIMOHHONU 0Oe3-
OTAaCHOCTH U 3alUTHl HHPOPMAIIHH;

- nocra”osieHui [IpasurenscrBa Poccuiickon @enepanuy;

- PYKOBOJISIIIHX, OPTraHU3AIMOHHO-PACTIOPATUTENEHBIX U METOANYECKHX J10-
kymenToB ®CTOK Poccuu;

- notpebHocteit UCII/IH B cpenctBax obecnedeHus Oe3omacHOCTH MH)OP-

Mallnuy.
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12. Oxunaemplii 3¢ dexT ot peanusanun Konuenunu

Peanuzamnusa Konnenun 6e3omacaoctu [11a 8 UCITIH mo3BoauT:

- olleHUTh coctosiaue OezonmacHocTH uH(popmanmu WCIIH, BBIABUTH HC-
TOYHUKU BHYTPEHHHMX U BHEIIHHUX YyIpo3 UH(POpPMAIMOHHOU 0€30MacHOCTH, Ompe-
JEIUTh NPUOPUTETHBIC HAIPABJICHHMS MPEIOTBPALICHUS, OTPAXKEHUS U HEUTpAJIU-
3alliU 3TUX yTPO3;

- pa3paboTaTh pacnopsAUTEIbHbIE 1 HOPMATUBHO-METOAMYECKUE IOKYMEH-
Tbl npuMeHnTenbHO K MUCII/H;

- mpoBecTH kinaccudukanuio u cepruduxaruro UCI/IH;

- IPOBECTU OPraHU3aALMOHHO-PEKUMHBICE U TEXHUYECKHE MEPONPUSITHUS MO
obecnieuenuto 6e3onacHoctu I1J1a 8 UCIIH;

- obecreunTh HEOOXOAUMBIN YPOBEHBb O€30ITaCHOCTH O0BEKTOB 3aIUTHI.

OcyIiecTBlIeHHE ATUX MEPONPUITHIT 00ECTICUUT CO3J]aHUE EANHOM, 1EI0CT-
HOM U CKOOPJAMHUPOBAHHON cUCTeMbl HH(popmarmonHoi 6e3omacHoctu UCIIH u

CO31acCT YCJIIOBHUA OJIAA €€ ,Z[&HBHGﬁHICFO COBCPIICHCTBOBAHUAI.
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13. Ciucok McnoJib30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMAaTHUBHO-TIPAaBOBBIMH M METOJUYECKUMHU JOKYMEHTaMHU, Ha
KOTOpPBIX Oa3upyercs HacTosmas KoHuenus, siBisioTcs:

1 ®enepanpubiii 3akoH ot 27.07.2006 r. Ne 152-D3 «O nepcoHaNbHBIX JaH-
HeIX» (Hanee — @3 «O nepcoHaJIbHBIX JaHHBIX»), YCTAHABIMBAIOUIUN OCHOBHBIE
OPUHIMIBL U ycnoBus oopadotku I1/1H, npaBa, 00s3aHHOCTH U OTBETCTBEHHOCTb
YYaCTHUKOB OTHOILIEHHH, CBA3aHHBIX ¢ 00padoTkoi [1/1H.

2 Ilocranosnenne IlpaBurensctBa P® or 01.11.2012 Ne 1119
"OO6 yTBepxaeHUU TPeOOBAHMU K 3aIIMTE MEPCOHATBHBIX JAHHBIX MPHU WX 00Opa-
60TKe B MH(POPMAIIMOHHBIX CUCTEMaX MEePCOHANbHBIX JaHHBIX .

3 «llopsaok mpoBeneHus kiaccupukanuy WHOOPMALIMOHHBIX CHCTEM Iep-
COHAJILHBIX JTAHHBIX», YTBEP:KIeHHBIN coBMeCTHBIM [Iprukazom @CTIK Poccum Ne
55, ®Cb Poccuu Ne 86 u Mununpopmcssizu PO Ne 20 ot 13.02.2008 r.

4 «[Tonoxenne 06 0COOCHHOCTSIX 00paOOTKH MEPCOHAIBHBIX JAHHBIX, OCY-
HIeCTBIISIEMOM 0€3 MCIOJIb30BaHUsI CPEACTB aBTOMATU3AIMNy, yTBepxkaeHHoe [lo-
craHoBieHueM lIpaBurenscrBa PO ot 15.09.2008 r. Ne 687.

5 HopmaTuBHO-MeToIMuecKkne JOKyMEHThl DenepalibHON CIyk Obl MO TEX-
HUYECKOMY U 3KCIepTHOMY KOHTpoito Poccuiickoit ®enepanun (nanee - @CTOK
Poccun) o odecrieuenuro 6e3onacHoctu [1/1H nmpu ux oopadorke B UCIIT/IH:

6 Pekomenganmu mo oOecredeHnio 0e30MacHOCTH MEPCOHANBHBIX JTaHHBIX
npu ux o0paboTke B MHPOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTaHHBIX, YTB.
3am. nupekropa DCTIK Poccun 15.02.08 1. (ACII)

7/ OCHOBHBIE MEPOTIPUATHS IO OPraHU3aLUU U TEXHUYECKOMY 00ECIICUEHHUIO
0€30MacHOCTH MEPCOHAIbHBIX JaHHBIX, 00pabaThIBa€MbIX B MH()POPMAITMOHHBIX CH-
cTeMax MepCOHANBHBIX JaHHBIX, YTB. 3aMm. aqupektopa @CTIK Poccun 15.02.08 1.
(ACII)

8 bazoBas Monenb yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX IPU UX 00-
paboTKe B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JIaHHBIX, YTB. 3aM. THPEK-

topa ®CTIK Poccun 15.02.08 r. (JICII)
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9 MeToauka onpeeNneHrs akTyalbHbIX YIPo3 0€30MacHOCTH MePCOHATBHBIX
JAHHBIX TpU UX 00paboTKe B MH(OPMALMOHHBIX CUCTEMAaxX MEPCOHAIbHBIX JaH-

HbIX, yTB. 3aM. gupekropa DCTIK Poccuu 15.02.08 r. (JCIT)
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