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OITPEAEJEHUA

B Hacrosiiiem 10KyMeHTe UCTIONBb3YIOTCS CIENYIONME TEPMUHBI U UX OTpee-
JICHHUSL.

ABTOMATH3MPOBAHHASI CHCTEMA — CHUCTEMA, COCTOAIAs M3 IepcoHaNa |
KOMIUIEKCa CPEICTB aBTOMATHU3ALUU €Tr0 JESATEIbHOCTH, pealiu3yroas uHhopMaIm-
OHHYIO TEXHOJIOTHIO BBITIOJTHEHUST YCTAaHOBIICHHBIX (DYHKITUH.

AyTeHTH(UKAIUS OTHPABUTENA JAHHBIX — MMOATBEPKICHUE TOTO, YTO OT-
MIPABUTEINh MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHocTh MePCOHATBHBIX JAHHBIX — COCTOSIHHE 3aIIUIEHHOCTH TEPCO-
HAJIBHBIX JTaHHBIX, XapaKTePU3yeMOE€ CIIOCOOHOCTHIO IOJIb30BATENEH, TEXHUYECKUX
CpencTB M MH(POPMAIIMOHHBIX TEXHOJOTHH 00eceunTh KOH(MUISHIINAIBHOCTD, IIe-
JIOCTHOCTb W JIOCTYITHOCTh MEPCOHATIBHBIX JAHHBIX MPU MX 00paboTKe B MHPOpMAIIH-
OHHBIX CHCTEMaX MEePCOHAIbHBIX TAHHBIX.

BaokupoBanue nepcoHaNbHBIX JaHHBIX — BPEMEHHOE TpeKpalieHue coopa,
CUCTEMAaTH3AIlMK, HAKOIUICHWS, HCIOJb30BaHUSA, PACIpPOCTPAHCHUS MEPCOHATBHBIX
JTAHHBIX, B TOM YHCJIE MX MTePEIauN.

Bupyc (KOMIBIOTEPHBIH, NMPOrPpaAaMMHbIN) — HUCIOJHSAEMBIA IPOrPaMMHBIN
KOJ[ UJIM UHTEPIPETUPYEMbId HAOOP UHCTPYKIIMM, 002 a0 CBOMCTBAMU HECAHK-
IIMOHUPOBAHHOTO PACIIPOCTPAHEHUS U camoBocipon3BeneHus. Co3nanHbie TyOInKa-
Thl KOMITBIOTEPHOTO BHpYCa HE BCErJla COBIAJAIOT C OPUTHUHAIOM, HO COXPAHSIOT
CIIOCOOHOCTB K JlajbHENIIIeMy paclipoCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi mporpamMmma — mnporpamma, IMpeiaHa3HadeHHasi JJIs OCYIIECTB-
JICHUsI HECAaHKIIMOHUPOBAHHOIO JIOCTYyNa M (WJIM) BO3JECUCTBHSI HAa IEPCOHAIbHBIC
JAHHBIE WU PeCcypchl HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

Bcnomorare/ibHbIe TEXHUYECKHE CPeICTBA U CUCTEMbI — TEXHUYECKHUE Cpe/l-
CTBa U CHICTEMBI, HE TIPeTHA3HAYCHHBIE I TIepeadn, 00OpadOTKH M XpaHEHUS TepCo-
HAJTBHBIX JTAHHBIX, YCTAHABIUBAEMbIC COBMECTHO C TEXHUYCCKUMHU CPEJCTBAMH U CH-
cTeMaMU, MpeaHa3HAYEeHHBIMH sl 00paOOTKH MEPCOHATBHBIX JaHHBIX WIH B IIOME-

MCHHUAX, B KOTOPbIX YCTAHOBJICHBI I/IH(I)OpMaI_II/IOHHBIC CHUCTEMBI IICPCOHAJIBHBIX TaHHBIX.



JocTyn B OnmepanMoOHHYK cpely KOMIbHOTepa (MH(OPMAIMOHHOW CHCTEMbI
NEePCOHAJIBHBIX JAHHBIX) — MTOTY4YE€HUE BO3MOXKHOCTH 3aITyCKa HA BHIOJHEHNE IITATHBIX
KOMaH/1, (DYHKIIMH, MPOLEyp ONEpallMOHHON CUCTEMbI (YHUYTOXKEHHS, KOITUPOBAHUS, T1e-
PEMEILIEHHS U T.II.), UCTIOIHAEMBIX (PaiiyIOB MPHUKIIATHBIX IPOTPAMM.

Hoctyn k uHGOPMALUH — BO3MOXXHOCTh MOMy4YeHHsT MHOOPMAIIIH U €€ UCTIONH30-
BaHMSI.

3ak/a0yHOe YCTPOMCTBO — 2JIEMEHT CpENCTBa CheMa HMH(POPMAIMU, CKPHITHO
BHE/PSIEMBIH (3aKJ1a/IbIBAEMbI WM BHOCHUMBII) B MECTa BO3MOXKHOT'O CheMa MH(pOpMaIun
(B TOM 4YHMCIIE B Orpa’kA€HUE, KOHCTPYKIHIO, 000py10BaHUE, IPEIMETHI HUHTEPhEPA, TPAHC-
MIOPTHBIE CPEJICTBA, a TAKXKE B TEXHUUYECKHUE CPEACTBA U CUCTEMbI 00paboTKH HH(pOpMa-
1UN).

Sanmmaemas undopmauusa — uHGOpPMALKS, SBISIOMIASCS PEIMETOM COOCTBEH-
HOCTH M TOJUIeKAll[asl 3allliTe B COOTBETCTBUM C TPEOOBAHUSIMU IPABOBBIX JIOKYMEHTOB
W1 TpeOOBaHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHMKOM MH(OpMALIUH.

Nnentudukanusi — nprcBoeHre cyoObeKkTaM U 00bEKTaM J0CTyIa UAeHTU(DHKATOpa
U (WIM1) CpaBHEHHE MPEIbSBIIEMOro UISHTU(PHUKATOpA C MEPEeUYHEM TPUCBOCHHBIX HJICH-
TU(UKATOPOB.

NudopMaTUBHBIN CUTHAJ — DJJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKHUE, JIIEKTPO-
MAarHUTHbIE U JIpyrue (pu3ryecKue Mo, N0 napaMerpaM KOTOPhIX MOXET ObITh pacKpbITa
KOH(UIeHIIMaIbHAs HHpOpMalus (epcoHaNTbHbBIE JaHHbIe) 00pabaTbiBaeMast B MH(opMa-
LIMOHHOM CHCTEME NIEPCOHATIBHBIX JIaHHBIX.

Nudopmannonnas cucrema nepcoHaabHbix AaHHbIX (MCIIAH) — undop-
MAaIOHHAsl CHUCTeMa, MPECTaBISIONIasi co00il COBOKYMHOCTh MEPCOHANBHBIX JaH-
HBIX, COJIEpXKAIINXCS B 0a3e TaHHBIX, a TaKKe MHPOPMAIIMOHHBIX TEXHOJIOTUM U TEX-
HUYECKUX CPEJCTB, MO3BOJISIONIMX OCYIECTBISATh 00paOOTKY TaKUX MEPCOHAIbHBIX
JAHHBIX C MCTOJIH30BAHUEM CPEACTB aBTOMATH3alUU WM 0€3 MCIOJIb30BAHUS TAKUX
CPEACTB.

HNudopmanmonnbie TEXHOJIOTHH — TPOLIECCHI, METO/IBI TIOMCKA, COOpa, XpaHEHUs,
00paboTKH, MPEAOCTABICHHS, PACTIPOCTPaHEH!UsT HH()OPMALIUK U CIIOCOOBI OCYIIECTBIICHUS

TaKHX ITPOLHECCOB U MCTOIOB.



Hcnonb3oBanne nmepcoOHANBHBIX JAHHBIX — JCHCTBUS (OMEpalyu) ¢ mepco-
HAJIbHBIMH JTAHHBIMH, COBEPIIIA€MbIE OTIEPATOPOM B HENSIX MPUHATHS PEUICHUH HIN
COBEpPIICHHUS WHBIX JEUCTBUMN, MOPOKAAIOIIUX IOPUIUIECKHE MOCIEACTBUS B OTHO-
IIEHUU CyOBEKTa MEPCOHANBHBIX JAHHBIX WIM JPYTUX JIML MO0 MHBIM 00pa3oM 3a-
TParuBaroLIUX MpaBa U CBOOObI CyOBEKTa NEPCOHATBHBIX JAHHBIX WU APYTUX JIHIIL.

Hcrounuk yrpossl 6e3onacHocT MHGOPMALUU — CYOBEKT JIOCTYIIA, MaTepUailb-
HbI 00BEKT WK (PU3UUECKOE SIBIICHUE, SBIISIOLIMECS NPUUMHOW BO3HUKHOBEHHS YTPO3bI
6e3omacHOCTH UH(OpMALUK.

KoHnTposmmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHSL, 31aHKE, YaCTh 3JaHusl, IO-
MEIIIEHKE), B KOTOPOM HCKITFOUEHO HEKOHTPOIHPYEMOe MpeObIBaHNE TTOCTOPOHHMX JIWII, &
TaKKe TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTePHATBHBIX CPEICTB.

KoHpueHIuaIbHOCTb NePCOHAIBHBIX JAHHBIX — 00513aTeNbHOE IS COOTIOCHHS
OIEpPaTOPOM WJIM MHBIM IMOTYYUBLIMM JIOCTYM K MEPCOHAILHBIM JIAaHHBIM JIMIIOM TpeOoBa-
HME HE JIOMyCKaTh UX pachpocTpaHeHue Oe3 coryiacusi CyObeKTa MepCOHAIBHBIX JAHHBIX
WM HAJTMYMS HTHOTO 3aKOHHOT'O OCHOBAHUSL.

MeskceTeBOl IKpaH — JIOKAIbHOE (OIHOKOMITOHEHTHOE) WM (DYHKIMOHAIBLHO-
pacnpe/iefieHHoe porpaMMHoe (TIPOrpaMMHO-ANIapaTHOE) CPEACTBO (KOMIUIEKC), pealiu-
3yI01lIee KOHTPOJIb 3a MH(OpMALIEH, MOCTyNaromel B MHHOPMAIIMOHHYIO CUCTEMY TEpPCOo-
HAJIbHBIX JAHHBIX U (MJIH) BBIXOSILIEH U3 MHPOPMAIIMOHHON CUCTEMBI.

Hapyummrenb 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — (DM3UYECKOE JIHIIO, CIIy-
YailHO WM NpPEeIHaAMEPEHHO COBEPILIAIOLIECE IEWCTBUS, CIEICTBUEM KOTOPBIX SIBISIETCS
HapyIeHne Oe30MaCHOCTH MEPCOHATIBHBIX TAHHBIX MPU UX 00pabO0TKE TEXHUIECKUMHU CPei-
CTBaMHU B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

HeaBTroMaTn3npoBaHHasi 00pad0TKa MePCOHAIBHBIX JAHHBIX — 00padoTKa
INEPCOHANIBHBIX JaHHBIX, COAEPKAILMXCSI B MHPOPMAIMOHHON CHCTEME MEpPCOHANb-
HBIX JIaHHBIX JIMOO HM3BJICUYEHHBIX W3 TAKOM CUCTEMBI, CUUTAETCSl OCYIIECTBICHHON
0€e3 MCIONb30BaHUs CPEACTB aBTOMATHU3AalMK (HEaBTOMAaTU3UPOBAHHOW), €CIIN TaKHe
JCUCTBUSI C TEPCOHATBHBIMU JAHHBIMU, KaK HCIIOJIb30BaHHWE, YTOYHEHHE, pacmlpo-
CTpaHEHHUE, YHUUTO)KCHHE MEPCOHATBHBIX JAHHBIX B OTHOIIEHUU Ka)XJO0Tr0 U3 CyOh-
€KTOB TEPCOHANBHBIX JAHHBIX, OCYIIECTBISIOTCA MPHU HETOCPEICTBEHHOM YYaCTHUU

4CJIOBCKaA.



HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKITMOHATBHBIC BO3MOKHOCTH CPEJICTB
BBIYMCIIMTEIFHON TEXHUKY, HE OTMMCAHHBIC WM HE COOTBETCTBYIOIIHE OIMMCAHHBIM B JIOKY-
MEHTAIIMH, TIPY UCTIONH30BAaHUM KOTOPBIX BO3MOKHO HapyIIeHHE KOH(WICHIMATLHOCTHY,
JIOCTYITHOCTH HJTH TIETIOCTHOCTH 00padaThiBaeMoi HHGOpMAIIHH.

HecaHKIIMOHUPOBAHHBIN JOCTYN (HECAHKIIMOHUPOBAHHBIE IEHCTBUSI) — JIOCTYII
K MHGbOpMAIMK WK JACHCTBUS C MH(pOpMAalMel, HapyIIAoMe MpaBuiia pa3rpaHMICHUs
JIOCTYTIA C MCTOJIb30BAHUEM IITATHBIX CPECTB, MPEJOCTABISIEMbIX HH(POPMAIIMOHHBIMU
CHUCTEMaMH TIEPCOHAIIbHBIX JIAHHBIX.

Hocurens undgopmanmu — Gpu3nueckoe U0 WM MaTepUaTbHBIA 00BEKT, B TOM
grcie (pU3MIecKoe Tojie, B KOTOPOM HH(OpMAIIUS HAXOAUT CBOE OTPKECHHE B BUIEC CHMBO-
JIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHUX PEIICHUNA U MPOIECCOB, KOMUYECTBEHHBIX XapakK-
TEPUCTHUK (U3NIECKUX BEITMUHUH.

O0e31MYuBaHNEe TEPCOHATBbHBIX JAHHBIX — JCUCTBUS, B pe3yibTaTe KOTO-
PBIX HEBO3MOJKHO OIPEACIHUTh MPUHAJICKHOCTD MEPCOHAIBHBIX JTAHHBIX KOHKPET-
HOMY CyOBEKTY MEPCOHAIIbHBIX JIAHHBIX.

O0paGoTka nepcoHAIbHBIX JAHHBIX — JCHUCTBUS (OMEpaIiK) C MEPCOHAILHBIMU
JTAHHBIMH, BKJIFOYast cOOp, CHCTEMaTH3allli0, HAKOIUICHUE, XpaHCHUE, yTOYHEeHHEe (0OHOB-
JICHUE, U3MEHEHHE), UCTIONh30BaHUE, PACIIPOCTPaHEHHUE (B TOM YHCIIE Tiepeaauy), 00e3u-
YyrBaHUE, OJJOKUPOBAHKE, YHIUITOKCHUE TIEPCOHATBLHBIX JTAHHBIX.

OO0wenocTynHbie NEPCOHAIBbHbIC JaHHbIE — IEPCOHANBHBIE TaHHBIE, TOCTYII
HEOTPAaHUYECHHOT'0 KpyTa JIHUI] K KOTOPBIM MPEIOCTABJICH C COTJacusl CyObheKTa Iepco-
HATBHBIX JAHHBIX WM HAa KOTOPHIC B COOTBETCTBHH C (efepalbHBIMU 3aKOHAMHU HE
pacrpocTpaHsercs TpeOoBaHKe COOJIOICHUS KOHPUISHIINATLHOCTH.

Onepartop (MepcoOHATbHBIX JAHHBIX) — FOCY/IAPCTBEHHBIN OpraH, MyHHUIIUIIAIb-
HBIW OpraH, IOpUANYECKOe WM (HU3HMYECKOE JIUI0, OpraHu3yrollee U (W) OCYIIECTBIIS-
foriee 00pabOTKY MEPCOHATBHBIX JAHHBIX, a TAKKe ONPEIEISIONINE eI U COJIepKaHUE
00pabOTKH MEPCOHANIbHBIX TAHHBIX.

IlepexBar (MH(pOpMAaMU) — HETPABOMEPHOE MOJTydyeHHE WH(POpPMAIIUU C HC-
MOJIb30BAaHUEM TEXHUYECKOTO CPEJICTBA, OCYIIECTRISIONIEI0 OOHAPYKECHHE, TIPHEM U

00paboTKy MH(POPMATUBHBIX CUTHAJIOB.



IlepcoHanbHble JaHHBIE — TI00as WH(DOPMAITHS, OTHOCAIIASACS K OMpPEIeIcH-
HOMY WM ONpPEAeIeMOMY Ha OCHOBAaHWMU TaKoW HHGPOpMAIMKU (HU3HUECKOMY JIUILY
(cyOBEKTy MepCOHANBLHBIX JaHHBIX), B TOM YHCIIE €ro pamMuwims, uMs, OT4E€CTBO, IO,
MeCsL, aTa U MECTO POXACHHs, aPEC, CEMENHOE, COLUMAIbHOE, MMYIIECTBEHHOE
NoJI0XKeHHEe, 00pa3oBaHue, npodeccus, JOXObl, Apyras uHpopMmaius.

Ilo0ouHbIe 3JIEKTPOMATHUTHBIE W3JIYYeHHS M HABOAKM — DJIEKTPOMArHHT-
HbIE M3JIyYEHUS] TEXHUYECKUX CPelICTB 00pabOTKH 3aluiiaeMod HHPOpMaluu, BO3-
HUKAIOI[ME KaK MOOOYHOE SIBJICHUE U BhI3BAHHBIC JIEKTPUUECKUMU CUTHAJIAMU, JCH-
CTBYIOIIMMH B MX BJIEKTPUUYECKHUX M MArHUTHBIX LEISIX, & TAKKE JIEKTPOMATHUTHBIE
HABOJIKM 3TUX CUTHAJIOB HA TOKOMPOBOASAIINE JTMHUM, KOHCTPYKIIMHU U LIETH MTATAHUSL.

I[oMTHKA «YUCTOr0 CTOJIA» — KOMIUIEKC OPraHU3aIlMOHHBIX MEPOIPHUITUH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3alKChIBaHUS HA OYMa)KHbIE€ HOCUTEIHU KIIIOUEH U aT-
puOyTOB f0cTyNa (Maposiei) U XpaHeHus UX BOIM3U 00BEKTOB JIOCTYTIA.

HHoab30BaTe b HHPOPMALMOHHON CHUCTEMBbI MEPCOHATBHBIX JAHHBIX — JIN-
110, Y4acTBYyoIIee B (PYHKIIMOHUPOBAHUHN UHGOPMAIIMOHHON CUCTEMBI TIEPCOHAIIBHBIX
JAHHBIX WM UCTIONB3YIOIIEe PE3YIbTAThI €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuveHUsi JOCTYNA — COBOKYIHOCTbH IPaBWJ, PEriaMeHTH-
PYIOIIUX TIpaBa J0CTymna CyObeKTOB JOCTYIa K 00bEKTaM JOCTYTIA.

IIporpamMHasi 3aKJIaKa — KOJ NPOrpaMMbl, MPEIHAMEPEHHO BHECCHHBI B
nporpaMMy C 1EIbI0 OCYIIECTBUTh YTE€UKY, U3MEHHUTh, OJOKHPOBATh, YHUUTOXKUTh
UHPOPMAINIO WM YHUYTOXKHUTH M MOAUQPUIIMPOBATH MPOTrpaMMHOE OOecTieueHre
WH(GOPMAITMOHHON CUCTEMBI MTEPCOHAIBHBIX JAHHBIX U (W) OJIOKUPOBAThH ammapart-
HbIE CPEICTBA.

IIporpammMHoe (MPOrpaMMHO-MATEMATHYECKOE) BO3eHCTBHE — HECAHKIIN-
OHHMPOBAHHOE BO3/IEHCTBHUE HA PECYPChl aBTOMATU3UPOBAHHON MH(DOPMAITMOHHON CH-
CTEMBI, OCYIIECTBIISIEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX IMPOrPAMM.

PackppiTHEe NEPCOHANBHBIX JAHHBIX — YMBIIIJIEHHOE WIHA CIy4allHOE Hapy-
IIeHUue KOHPUACHIIUATBHOCTU MEPCOHANIbHBIX JTaHHBIX.

PacnpocTpaHeHue NMepCcOHAJIBHBIX JAHHBIX — JICHCTBUS, HANPAaBICHHBIEC Ha
nepeaavyy MEpCOHANIbHBIX JIAHHBIX OMpeAeIeHHOMY Kpyry Juil (Tepemada mepco-
HAJIbHBIX JIAHHBIX) WM HAa O3HAKOMJICHHE C MEPCOHAIbHBIMU JIAHHBIMU HEOTIPaHU-

7



YEHHOT'0 KpyTra JiuIl, B TOM 4YHuCJIe OOHApOJOBAaHHUE MEPCOHAIBHBIX JAHHBIX B CPEII-
CTBax MAaCCOBOM uH(opmaruu, pa3MelieHue B MH(POPMAITMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETSAX WM MPEAOCTABIEHUE JOCTyNa K MEePCOHATbHBIM
JTAHHBIM KaKUM-JTHOO UHBIM CITIOCOOOM.

Pecypc mHpopManMOHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO,
NPUKJIAHOTO WIM anmapaTHoro odecredeHus: (PyHKIIMOHUPOBAHUS WH(MOPMAIMOH-
HOU CUCTEMBI.

CneumajbHble KATErOPHMH MEPCOHAIBHBIX JAHHBIX — MEPCOHATBHBIC JIaH-
HbI€, KacalollMecs pacoBOi, HATMOHAIBHON MPUHAIJIEKHOCTH, OJIUTUYECKUX B3TJIS-
JIOB, PEIUTUO3HBIX WU (UITI0CODCKUX YOKIECHUM, COCTOSHUS 3I0POBhS U HHTUMHOMN
U3HU CyObEKTa MEePCOHANTBHBIX TAHHBIX.

CpencrBa BBIMMCINTEIbHOM TEXHUKH — COBOKYITHOCTb IIPOTPaMMHBIX U TEXHUYE-
CKHMX DJIEMEHTOB CHUCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIOHUPOBATH CAMOCTOSI-
TEJIbHO WIN B COCTaBE JIPYTUX CUCTEM.

CyObekT gocryna (Cy0beKT) — JIUIO WX MPOLIECC, JEUCTBUSI KOTOPOrO perjiaMeH-
TUPYIOTCSI PABUJIAMH pa3TPaHUYEHHUsI TOCTYTIA.

Texnuyeckuil KaHaJA yredykd MHGOPMALMM — COBOKYITHOCTb HOCHUTENSI MHQOp-
Marmu (cpencTBa 00paboTKH), (GU3MYECKONW Cpellbl pachpoCTpaHEeHUs] MH(POPMATUBHOIO
CHTHaJIa ¥ CPEICTB, KOTOPHIMU JTOOBIBAETCS 3alMIaeMasi iH(opMaLus.

Texnnueckue cpeacrsa UH(POPMALMOHHON CHCTEMbI MEPCOHAJBHBIX [IaH-
HBIX — CPE/ICTBA BBIYHUCITUTEIILHON TEXHUKH, MH(POPMAITMOHHO-BBIYHUCITATETBHBIE KOMITICK-
CbI U CETH, CPEJICTBA M CUCTEMBI Tiepeiaun, mprueMa u 00padotku [1/{x (cpenctBa u cuctemsl
3BYKO3AIIMCH, 3BYKOYCWJICHHS, 3BYKOBOCIIPOM3BENICHNS, TIEPETOBOPHBIE U TEIEBU3HOHHBIE
YCTPOMCTBA, CPEACTBA U3TOTOBIICHUS, THPAKUPOBAHUS IOKYMEHTOB U IPYTUE TEXHUIECKUE
cpencrBa 00pabOTKY peueBor, rpapudeckoi, BUAeo- U OyKBEHHO-TU(POBOM HHGOPMAITIH),
HpOrpaMMHBIE CPEICTBA (ONEPALMOHHBIE CUCTEMbI, CUCTEMbBI YIIPABJICHUs 0a3aMH JTaHHBIX
U T.I1.), CPEJICTBA 3AIUTHI HH(OPMAIIWH, IPUMEHSIEMbIE B MH(OPMAIMOHHBIX CUCTEMAX.

TpancrpannyHasi nepeaaya NHepCOHAJBHBIX JAHHBIX — Iepejaya Iepco-
HaJIbHBIX JAHHBIX oreparopoM uepes3 l'ocynapcrBeHHyro rpanuny Poccuiickoin ®e-
Jepallii OpraHy BJAacTH MHOCTPAHHOI'O rOCYIapcTBa, (PU3NYECKOMY WIIM IOpUIUYE-
CKOMY JIMIlY THOCTPAHHOI'O TOCY1apCTBa.
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¥Yrpo3bl 6€30NaCHOCTH MEPCOHAILHBIX IAHHBIX — COBOKYITHOCTD YCJIOBHIA 1 (haK-
TOPOB, CO3JJAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHCJIE CITy4alHOI O, TOCTYIIA
K IIEPCOHAIBHBIM JTAHHBIM, PE3YJIBTATOM KOTOPOrO MOXET CTaTh YHUYTOKEHUE, N3MEHEHNE,
OJIOKMpOBaHKE, KOIMMPOBAHUE, PACIPOCTPAHEHHE TIEPCOHATBHBIX JAHHBIX, @ TAKKE MHBIX
HECaHKITMOHUPOBAHHBIX JACUCTBHUI TPU UX 00paboTKe B MH(POPMAITMOHHON CUCTEME TePCo-
HAJIbHBIX JaHHBIX.

YHUYTOKEHNE TMEPCOHATBHBIX JAHHBIX — JICHCTBUSA, B PE3YJITATe KOTOPHIX HE-
BO3MOKHO BOCCTAHOBHTH COZIEPKaHHE MEPCOHATBHBIX JAHHBIX B MH(POPMAIIMOHHOM CHCTE-
M€ MEPCOHAIBHBIX JIAHHBIX WIM B PE3YJIbTATE KOTOPHIX YHUYTOXKAKOTCS MAaTEpUAIbHbIC
HOCHUTEIIN EPCOHATIbHBIX JTAHHBIX.

YT1euka (3amminaemoil) HHGOPMALUM [0 TEXHUYECKHM KaHAJIAM — HEKOHTPO-
JMpyeMOe PacpocTpaHeHHe HH(POPMAITUK OT HOCHUTENS 3alriiaeMoir nHdopmarmm gepe3
(U3UUECKYIO CpPeTy JI0 TEXHUIECKOrO CPECTBA, OCYIIECTBIIIONICTO ITepexBaT HH(pOpMa-
U H.

Vs13BUMOCTB — cJ1a00CTh B CPEICTBAX 3AIUTHI, KOTOPYIO MOYKHO HCTIOIb30BaTh IS
HapYIICHUS CUCTEMbI WU COJIEpKallielicsl B Hel HH(OpMaIIiK.

IesocTHOCTL MH(OPMALIMM — CIIOCOOHOCTh CPEJICTBA BBIYMCIUTEIILHON TEXHUKH
WM aBTOMATU3UPOBAHHON CHCTEMbI O0ECTICUMBATh HEM3MEHHOCTh MH(OPMAIIMHU B YCIIOBU-

X CITy4alfHOTO W/WJTY MPEIHAMEPEHHOTO UCKKEHUS (pa3pyLIEHHUS ).



OBO3HAYEHUA U COKPAIIEHUA

ABC — aHTUBUpPYCHBIE CPEICTBA

APM — aBTOMaTH3UpOBaHHOE paboyee MeCTO

BTCC — BcnoMorarenbHble TEXHIYECKHUE CPEACTBA U CUCTEMBI
NCII 11 — nHbOopMaIMoHHas CUCTEMA TIEPCOHATBHBIX JTAHHBIX
K3 — konTponupyemas 30Ha

JIBC — ntokanbHasg BEIYUCIUTENBHAS CETh

MD — MexceTeBo IKpaH

HC/I — HecaHKIIMOHMPOBAaHHBIM TOCTYIT

OC — omnepatioHHas cucTeMa

OO — otaen oOpazoBaHus

[1/11 — nepcoHanbHbIE JAHHBIE

[IMB — nporpaMMHO-MaTEMaTUYECKOE BO3ICUCTBUE

I1O — nporpamMmmHOe obecrieueHue

[IOMHH — nobouHble 371€KTpOMArHUTHBIE U3TYYEHUsI U HABOKH
CA3 — cucrema aHanu3sa 3alMIIEHHOCTH

C3U — cpencTna 3aiuThl THPOpMaLIUU

C3I1/H — cucrema (oJICUCTEMA) 3AILUTHI IEPCOHANBHBIX JAHHBIX

COB — cucrema oOHapy>XeHUs BTOP>KEHHI
TKYU — TexHuueckre KaHabl yTeUKd HHPOpMAITUH
VYBI1/IH — yrpo3s! 6€30MacHOCTH IIEPCOHATBHBIX JAHHBIX

AWDB — AnmunnctpaTtop nHGOPMAITMOHHON 0€30MacHOCTH
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BBEJEHUE
Hacrosmias [Tonutuka nundopmannonHoi 6e3omnacHoctu (nanee — [lomutuka)

MY Otnen oOpa3oBaHus aAMUHUCTPAIMM MYHULIMNAIBHOTO paiioHa Ctepiu-
TamMakckuii paiioH PecnyOimku Bamkoproctan (manee - OO) sBisiercs odunyaib-
HBIM JJOKYMEHTOM.

[Tonmutuka pa3zpaboTaHa B COOTBETCTBHUHU C IETSAMH, 3aa4aMi U TPUHITATIAMUA
oOecriedeHus 0€30MAaCHOCTH TIEPCOHATBHBIX JAHHBIX, HW3J0KEHHbIX B KoHmenmn
unpopmarmonnoit 6ezonacHoctu UCII /I OO.

[Tonmutuka paspaboTaHa B COOTBETCTBUH C TpeOoBaHusiMu DeneparbHOTO 3a-
koHa oT 27 utonst 2006 r. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX» U [locTaHoBIEHUS
[TpaBurenscTBa PD ot 01.11.2012 Ne 1119 "OO yrBepskieHnn TpeOOBAHMI K 3alUTE
NEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MH(POPMALIMOHHBIX CHUCTEMAaxX IEpCo-

HaJIbHBIX ,IIEIHHI)IX", Ha OCHOBAHHUMH:

- «Pexomenmanmii mo obecreyeHur0 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX
npu uxX 00paboTKe B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX», YTBEP-

xaeHHbix Jamecturenem gupekropa PCTIK Poceun ot 15.02.2008 r;

- «TunoBeIX TpeOOBaHUI MO OpraHU3ALMH U O00ECHEYEHUIO0 (PYHKIHOHUPOBA-
HUS IUQPPOBATBHBIX (KpUNTOTpaUUecKux) CPeACTB, MPeAHA3ZHAYCHHBIX IS 3aIUTHI
uHbOpMaIK, HE CONEepKaIlle CBEJCHUMN, COCTABIISIFOIINX TOCYJapCTBEHHYIO TailHy
B ClIy4ae MX HCIIOJIb30BaHUS JJig oOecrneueHusi 0e30MacHOCTH MEePCOHANBHBIX JIaH-
HBIX MPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIXY,
yTBepxkAeHHBIX pykoBojcTBOM 8 LlenTpa ®Ch Poccun 21.02.2008 1. No 149/6/6-662.

B IlonuTtuke omnpeseneHsl TpeOOBaHUs K MEPCOHANY, 3aJICMCTBOBAHHOMY B pa-
6ore ¢ UCII[Jn OO, cTeneHb OTBETCTBEHHOCTH MEPCOHANA, CTPYKTypa U HEOOXOAU-
MBIl YPOBEHb 3aIUILEHHOCTH, CTATyC U JOJKHOCTHbIE OOSI3aHHOCTU COTPYIHHUKOB,

OTBETCTBEHHBIX 3a oOecrieyeHue 0e30macHOCTH MepcoHanbHbIX JaHHbIX B MCII/IH

00.
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1. O0uMe mMoJI0KeHUud

enbro HacTosei [TomuTruku sBiIsSeTCs odecnedeHrne 6€30MmacHOCTH 00BEKTOB
3amuThl OO OT BCeX BUIOB yIrpO3, BHEIIHUX M BHYTPEHHUX, YMBIIIJICHHBIX U HE-
npeHaMEepPEHHbIX, MUHUMHU3AIMS yiiepda OT BO3MOXHOM peanu3anuu yrpo3 0e3-
onacuHoctu I1/In (YBITdH).

be30ornacHOCTh MEPCOHANBHBIX AAHHBIX JTOCTUTAETCA MYyTEM HCKIIOUECHUS He-
CaHKIIMOHUPOBAHHOT O, B TOM YHCJIE CIY4allHOI0, 1OCTYIA K MEPCOHAIbHBIM JTaHHBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaTh YHUUTOXKEHUE, U3MEHEHUE, OJIOKUpOBaHUE, KO-
MIAPOBAHUE, PACTIPOCTPAHEHNUE MEPCOHAIBHBIX JAHHBIX, & TAKXKE WHBIX HECAHKIHO-
HUPOBAHHBIX JEHUCTBUMU.

Nudopmartius u cBs3aHHBIE C HEW PECYPCHI JOJIKHBI OBITh JOCTYIHBI JIJI1 aBTO-
PU30BaHHBIX TOJIb30BaTeNel. JJOMKHO OCYIIECTBISITHCS CBOEBPEMEHHOE OOHapy»kKe-
Hue u pearuposanue Ha Y BII/[H.

JIOJDKHO OCYIIECTBISTHCA TNMPEIOTBPALICHUE MPEIHAMEPEHHBIX WM CIy4aii-
HBIX, YACTUYHBIX WJIHM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAU(PUKALMNA WA YHUUYTO-
YKEHUSI TaHHBIX.

CoctaB 00BEKTOB 3alllUThI MPEACTABICH B MEpEeUYHE 3aluiiaeMoi nHdopma-
UU.

Cocras UCIIIH nomnexamux 3amure, npeacrasieH B OTdere o pe3ysibraTax
MIPOBE/ICHUSI BHYTPEHHEN TPOBEPKHU.

Ota [lonutnka nHpOpMaAIMOHHONW 0E30MAaCHOCTH ObLIa YTBEPKJIEHA HaYallb-
HUKOM MY Otzaen oOpa3oBaHusi aIMUHUCTPALMU MYHHULUIIAIBLHOrO pailoHa Crepiu-
TaMakcKuil pailoH PecnyOnnku bamkoproctan u BBeAeHa B aerictBue [Iprkazom Ne

OT .20 T
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2. O0JacTh 1ecTBUA

TpeboBanus Hactosimien [lomuTHKK pacnpoCTpaHsSIOTCS HA BCEX COTPYIHUKOB
OO (mTatHBIX, BpEMEHHBIX, PA0OTAIOMUX M0 KOHTPAKTY U T.II.), @ TAKXKE BCEX MPO-
YUX JIUI — NPEICTABUTENIEH OpraHu3aluil, KOTOpbIE HAXOJATCS B IOTOBOPHBIX OTHO-

meHussx ¢ OO (MoapsSAYMKHY, ayAUTOPHI U T.11.).
3. Cucrema 3alIMThBI IEPCOHAJBbHBIX TAaHHBIX

Cuctema 3amuThl nepcoHaabHbiX gaHHbIX (C3IIJIH) cTpouTCs HA OCHOBaHUMU:
- Otuera o0 pe3ysbTaTax MPOBEACHUSI BHYTPEHHEN MMPOBEPKHU;
- [lepeuns 3amuiaemoit nHGOpMaIIUH;
- Monenu yrpo3 6€301acHOCTH MEePCOHATBHBIX JIAHHBIX;

- [TonoxkeHust 0 pasrpaHMYEHHH MpaB JOCTyNa K oOpadaTbIBAEMBIM IEPCO-

HaJIbHBIM JaHHBIM (Pa3pemHTeanaﬂ CucTeMa J0CTyIla K NNI€pCoOHaJIbHbIM I[aHHBIM);

- PykoBogsmux gokymentoB ®CTIOK u ®Cbh Poccum.
Ha ocHoBaHuM 3THUX TOKYMEHTOB OIpPENENseTCs HEOOXOIUMBINH YpOBEHb 3alllMIIEH-
Hoctu [1n kaxnont UCIIJn OO. Ha ocHOBaHMM aHain3a aKTyalbHBIX yrpo3 0e3-
onacHocTH I1/IH, onucanHoro B Mogenu yrpo3 u Otuera 0 pe3yapTarax npoBEICHHS
BHYTPEHHEU MPOBEPKH, JENaeTCs 3aKJIIOUYCHUE O HEOOXOAMMOCTH HCIOJb30BAHUS
TEXHUYECKUX CPEJCTB M OpPraHU3AIMOHHBIX MEPOINPHUATHH 1Jig oOecreueHus 0e3-
ornacHoctu [IJ[H. BeiOpanHble HEOOXOAMMBIE MEpOIpusATUa oTpaxatorcs B Ilmane
MEpONpUsITUH 110 o0ecrieueHuto 3auThl [1/1H.

st kaxxmort UICITJIH nomkeH OBITh COCTABJICH CITUCOK MCTIOIB3yEeMbIX TEXHU-
YECKUX CPEJCTB 3alIUTHI, a TAaKXKEe MPOrPaMMHOI0 OOECIEUEHHUs], Y4YaCTBYIOUIETO B

obpaodotke [1/Ix Ha Bcex anmemenTax MCIIx:
- APM nonbk3oBaTenei.
- CepBepa npUII0KEHUH.
- CYB/.

- I'panuus JIBC.
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- Kananbl nepenaun B ceTu 0oOIIEro moib30BaHUS U (MIJIM) MEXIYHAPOIHOTO
oOMeHa, eciau no HuM nepeaarorcs [1/1H.
B 3aBucumoctu ot ypoBHs 3ammineHHocTd MCII[IH u akTyanbHBIX yrpos,

C3I1/IH MOKeT BKIIIOYaTh CIEAYIOLINE TEXHUUECKUE CPEICTBA:
- aHTUBUPYCHBIE CPEJCTBA JJIsl paOOYUX CTaHIMH MOJIb30BaTeNel U CEPBEPOB;
- CpeICTBa MEKCETEBOT0 SKPAHUPOBAHUS;

- cpeacTBa KpunTorpadpuyeckon 3aluThl MHPOpPMALIUY, NPU Tepefadye 3aliu-
naeMoi uH(opMaluu Mo KaHajaaM CBSI3H.

Takxe B COUCOK JTOJKHBI OBITh BKIIFOUEHBI (DYHKIIMM 3alllUThI, oOecrnevrnBae-
MbI€ IITaTHBIMH cpefcTBamMu oOpaboTku IIJIH onepaniMOHHBIMU CHUCTEMaMH, TpPH-
kiagabiM 110 1 cnenuanbHBIMU KOMIUIEKCAMM, PEATU3YIOIMIUMU CPEICTBA 3aIUTHI.
Crmcok QyHKITUI 3alUTHI MOXKET BKIIFOYATh:

- YIIPaBJIEHUE U pa3rpaHUUYEHUE JOCTYIa NOJIb30BaTENEH;

- PETUCTPAIIHIO U YUYeT ACUCTBUI ¢ HHPOpMAIIHEH;

- oOecrieueHue MEeIOCTHOCTH JaHHBIX

- OOHapy>KEHUE BTOPKEHUI.

Crnmcok UCIoJIb3yeMbIX TEXHUUYECKUX CPEeACTB oTpaxkaercs B [lmane meponpu-
AT 10 00ECHEUYEHUIO0 3alllUThl MEPCOHAJIBHBIX AaHHBIX. CIHCOK HCMOIb3yEeMbIX
CPEACTB JOJDKEH MOJJAEPKUBATHCS B aKTyallbHOM COCTOsSIHMM. [Ipu m3aMeHeHuu co-
CTaBa TEXHUYECKUX CpeACTB 3amuThl win 3neMmeHToB MCIIJ/IH, cooTBEeTCTBYIOIINE
W3MEHCHWsI JJOJKHBI ObITh BHECEHBI B CITUCOK M yTBEPKAeHB HadarbHUKOM OO wmin

JIUIIOM, OTBETCTBEHHBIM 3a oOecreueHne 3anuThl [1/1H.
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4. TpeooBanus k noacucremam C3I1/In

C3I1n BriItO4aeT B ce0s1 CIEMYIONNE TTOICUCTEMBI:

YIPaBIIEHUS TOCTYIIOM, PETUCTPALMU U YUETa;

obOecreyeHus IECIOCTHOCTHU U JOCTYITHOCTH,

aHTI/IBI/Ip}/CHOﬁ 3alIUTHhI,

MEXKCETEBOT0 IKPaHUPOBAHMS;

aHaJIn3a 3alluIICHHOCTH,

OOHapyXeHUsI BTOP>KCHUH;

KpUNTOrpapuuecKoil 3ammThI.

[Toncuctemsr C3I1IH nMeroT pa3nnunyo (GYHKIHOHATBHOCTD B 3aBUCUMOCTH
ot knacca UCII/H, onpenenennoro B AkTe KiacCU(PHUKAIUU MHPOPMAITMOHHON CH-
CTEMBI MEPCOHANBHBIX JaHHBIX. CIIMCOK cooTBeTcTBUS PpyHKIMM mmoacuctem C3I1/1n

KJIacCy 3allMIIEHHOCTH mpecTanieH B [Ipunoxenun 1.

4.1. HOI{CI/ICTeMbl yYupaBJ€HUSA J0CTYIIOM, PErucTpanmm u yuera

HOI[CI/ICTeMa yHpaBJICHUA OOCTYIIOM, PCTUCTpallMM W Y4CTa IIpCAHAa3Ha4YCHA

JUISL peau3alvy CIeyoMmuX PyHKIUN:

- WICHTU(PUKAIUKA ¥ TTPOBEPKH MOMJIMHHOCTU CYOBEKTOB JJOCTYIIA MPU BXOJIE B

WCTITx;

- I/II[eHTI/I(l)I/IKaHI/II/I TCPMHUHAIOB, Y3J0B CCTH, KaHAJIOB CBA3M, BHCIIHHUX

YCTPOMCTB 1O JIOTUYECKUM HMEHAM;

- UACHTU(UKALIUK TPOrPaMM, TOMOB, KaTajloroB, (haiyioB, 3amucei, moJyiei 3a-

MMCEH 1O HNMCHAaM,

- perucTpanuu Bxojia (BbIx0/1a) CYOBEKTOB JIOCTyIa B CUCTEMY (U3 CHUCTEMBI),
MO0 PErucTpaIy 3arpy3Ku ¥ HHUIHATIA3AIUN OIePaIlMOHHOW CHCTEMBI M €€ OCTa-

HOBaA.

- PETUCTPALMH NOMNBITOK JTOCTYNA IPOrPAMMHBIX CPEACTB (IIporpamm, Mmpolec-

COB, 3aJ1a4, 3a/IaHUI) K 3alIUIIaeMbIM (aitliam;
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- PETUCTPALMK MOMNBITOK JOCTyHa MPOrPAMMHBIX CPEACTB K TEpPMHUHAIAM, Ka-
HaJlaM CBSI3H, IporpammamM, ToMaMm, KaTtauoram, Qaitiam, 3aucsm, HoJsM 3arucen.
[Toncucrema ympaBiieHUs JOCTYIIOM MOXET OBITh peajn30BaHa C MOMOIIBIO
mTaTHeIX cpeacTB oopadborku [1/H (onmeparmonnsix cuctem, npunoxkenuit u CYB]I).
Taxxe MOXeT OBbITh BHEIPEHO CIELUATbHOE TEXHHUUECKOE CPEICTBO WM HX KOM-
IUIEKC, OCYUIECTBIISIOIIUNA TOTIOJIHUTENbHBIE MEPBI [0 ayTEHTU(UKALUN U KOHTPOJIIO.
Hanpumep, nprMeHeHue eAMHbIX XpaHWINL] YUYETHBIX 3allUCel MOoIb30BaTeNIe U pe-
TUCTPALIMOHHON MH(OpMAIMKU, UCTIONb30BAaHUE OMOMETPUUECKUX U TEXHUYECKHX (C

MOMOIIBIO MEKTPOHHBIX MPOMYCKOB) MEP ayTEHTU(PHUKALUU U APYTHX.

4.2. MMoacucrema odecnevyeHUs1 HEJOCTHOCTH U JOCTYITHOCTH

[Toncucrema obecriedeHus IEIOCTHOCTH M JTOCTYIMHOCTH TMPEAHA3HAYCHA IS
oOecrieyeHusi 1ENOCTHOCTU W jAocTynHocTH [IJ[H, mporpamMMHBIX W amnmapaTHBIX
cpenctB UCIIn OO, a Takxke CpeACcTB 3alllUThI MPU CIYYallHONM WJIM HaMEpEHHOU
MOIU(PUKAIIH.

[Toxcucrema peanusyercsi C TOMOIIBIO OPTaHU3AIMHU PE3EPBHOTO KOMUPOBAHUS
oOpabaThiBa€MbIX JaHHBIX, a TaKXe PE3epPBUPOBAHUEM KITIOUYEBBIX 3ieMeHTOB MC-

IT1H.

4.3. MMoacucreMa aHTUBMPYCHOM 3alIIUTHI

[ToncucremMa aHTHUBUPYCHOM 3allUTHI MPEIHA3HAUEHA JIJIsi 00ECIIeUeHUs] aHTH-
BUPYCHOM 3amuThl cepepoB 1 APM nonb3oBareneit UCITIu OO.
CpenctBa aHTHUBUPYCHOM 3alIUTHI MPEIHA3HAYEHBI ISl pealiu3aliu CIeaylo-

UX (PYHKITUMN:
- PE€3UICHTHBIN aHTUBUPYCHBI MOHUTOPUHT;
- QHTUBUPYCHOE CKaHUPOBAHUE;
- CKpUNT-0JIOKUPOBAHMUE;

- IICHTPATN30BaHHAs/ylaJIeHHAsl YCTAHOBKA/ICHMHCTAIISIUS aHTHUBUPYCHOTO
MPOAYKTA, HACTPOWKA, aJIMUHACTPUPOBAHUE, MPOCMOTP OTYETOB U CTATUCTUYECKOU

uHbOpMaIK Mo paboTe MPOTYKTA;

- aBTOMAaTU3UPOBAHHOE OOHOBJICHHNE aHTUBUPYCHBIX 0a3;
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- OrpaHUYCHUC IIPaB IIOJIL30BATCIIA HA OCTAHOBKY HCIIOJIHACMBIX 3a1d4 U HU3-

MCHCHHUC HACTPOCK AaHTHUBUPYCHOI'O IIPOrpaMMHOI O O6CCHC‘-I€HI/I$[;

- aBTOMATHYECKHUH 3aIlyCK Cpa3y MOcJIe 3arpy3Ky ONepalliOHHON CUCTEMBI.
[Toncucrema peanusyercs IyT€M BHEAPEHMS CHELUUAIBHOTO AHTHBUPYCHOIO

nporpamMmHoro obecrneuenus Ha Bce dnemeHTsl UCI/IH.

4.4. TlogcucreMa MeKCETEBOI0 IKPAHUPOBAHUS

[ToncucremMa MEXCETEeBOro SKPaHUMPOBAHMS MpeAHA3HAYeHa ISl peaju3aluu
CIENYIOIIMX (PYHKIIHIA:

- puapTpammu OTKpHITOrO M 3amudpoBaHHOro (3akpeitoro) IP-tpaduka mo
pa3IMYHBIM [TapaMeTpam;

- (uKcaly BO BHYTPEHHHUX XypHaJlIax MH(QOpPMAIMHU O MPOXOISIIEM OTKpbI-
TOM 1 3aKpbITOM [P-Tpaduxke;

- UJICHTU(PUKALMU U ayTeHTU(UKALUKN aIMUHUCTPATOPa MEKCETEBOI'0 IKpaHa
IIPU €r0 JIOKAJbHBIX 3alpOocax Ha JOCTYII,

- perucTpanuu Bxojaa (BbIXoAa) aAMUHUCTPATOpPa MEXKCETEBOr0 SKpaHa B CH-
cTeMy (M3 CUCTEMBbl) TUOO 3arpy3Ku U MHUIMATU3AIUU CUCTEMBI U €€ TPOrPaMMHOTO
OCTaHOBA;

- KOHTPOJISI LIEJIOCTHOCTH CBOEH MPOrpaMMHOM U HH(POPMALIMOHHOMN YacTH;

- (UIBTpaIMK MAKETOB CIYXEOHBIX MPOTOKOJIOB, CIY)KAILUX JIJISl AUATHOCTUKH
U yIpaBJlieHUs pab0TOM CETEBBIX YCTPOUHCTB;

- QUIBTpalMM C Y4€TOM BXOIHOTO M BBIXOJHOI'O CETEBOro MHTepdeiica Kak
CpEIICTBA POBEPKHU MOJIMHHOCTH CETEBBIX aJ{PECOB;

- PETUCTpALIMM U yUY€Ta 3alpaliiBaeMbIX CEPBUCOB MPUKIATHOTO YPOBHS;

- OJIOKMpOBAaHUS JOCTYNa HEUACHTHU(PUIUPOBAHHOTO O0BEKTa WIM CyObEKTa,
NOJJTMHHOCTh KOTOPOr0 TMpH AayTeHTU(UKAIMKU HE TMOATBEPAUTIACh, METOJAMH,
YCTOWYUBBIMU K [I€PEXBATY;

- KOHTPOJISI 32 CETEBOM aKTUBHOCTHIO MPUIOKEHUA U OOHAPYKEHUS CETEBBIX
aTax.

[Toncucrema peanusyercss BHEAPEHUEM ITPOrPAMMHO-AIIAPATHBIX KOMIUIEKCOB

MEXCETEBOro 3kpanupoBanus Ha rpanuue JIBC, kinaccom He Hu*ke 4.
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4.5. IloacucremMa aHAJN3A 3AIMUIEHHOCTH

[Toxcucrema ananu3a 3alMIIEHHOCTH JOKHA 00ECTICUNBATh BBISIBICHUS YSI3-
BUMOCTEH, CBA3aHHBIX ¢ ommOkamu B kKoHpurypamuu 110 UCII[AH, koTOpble MOTYT
OBITH UCTIOJIH30BAHBI HAPYIIUTENEM JIJISl peau3aliK aTakKu Ha CUCTEMY.

DyHKIIMOHATILHOCTh MOJCUCTEMBI MOXET OBbITh peajn3oBaHa MPOrPAMMHBIMU

" IIpOorpaMMHO-aIInapaTHbIMU CpEACTBAMMU.

4.6. TloacucreMa oOHAPY:KeHUS BTOPKEHU It

[Toncucrema oOHAPYKEHUS BTOPKCHHUH JOKHA 00€CIICUMBATh BBISBICHUE Ce-
TeBBIX arak Ha 31ueMeHThl VICIIJIH, mogkimroueHHbIe K CeTIM OOIIEro IOJIb30BaHUS H
(MJ11) MEXTyHApOIHOTO OOMEHa.

OYHKIIMOHATLHOCTh TMOJACHUCTEMBl MOXKET OBITh peaiM30BaHa MPOrPaMMHBIMU

" IIpOrpaMMHO-alIIapaTHbIMA CPCACTBAMMU.

4.7. MoacucreMa KpUNTOrpagpuuecKoi 3alUThI

[Toncucrema kpunrorpaduueckoi 3anIUThl TpeaHA3HAYCHA IS UCKITIOUYCHUS
HCJI x 3amumaemoit nagopmanuu B UCIT/Ian OO npu ee nepemaye 1mo KaHajaM CBsI-
3M CeTei 00I1ero MoIb30BaHUs U (UITH) MEXTYHAPOIHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHEM KpUNTOrpaUUEecKUX MPOrpaMMHO-

arraparHbIX KOMIIJIICKCOB.
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5. IMoasb3oBareaun UCIIIn

B Konnenmun napopManmoHHON 0€301MacHOCTH OIpeeieHbl OCHOBHBIC KaTe-
ropuu mnosib3oBareneil. Ha ocHOBaHMM 3THX KaTEropuu JOJDKHA OBITH MPOU3BEICHA
tunuzaiusa nons3zoatenet MCIIIH, onpeaeneH ux ypoBeHb JOCTyIa U BO3MOXKHO-
CTH.

B UCITa OO MOXHO BBIIEIUTH CJICAYIOIIME TPYIIbI MOJb30BATENEH, y4acT-

BYIOIIMX B 00paboTke u xpaneHuu [1J[H:
- Anmunucrparop UCII/H;
- Aagmunauctparop 6e3omacaoctu UCII/H;
- Oneparop APM;
- AIMHUHHCTPATOP CETH;

- Texuuyeckuii CreUaIUCT MO OOCITYXKUBaHUIO MeprudepuitHOro 00Opya0Ba-
HUS;

JlaHHBIE O TpyIIax MMOJIb30BATENAX, YPOBHE HX JIOCTYIA U HHPOPMHUPOBAHHO-
CTH JIOJDKEH OBITh oTpakeH B [lonoxkeHnn o pa3rpaHUYEHUH TIPaB I0CTyma K oopada-

ThIBACMBIM IICPCOHAJIbHBIM JaHHBIM.

5.1. Aamunuctparop UCIIAn

Anmvunuctpatop UCII[IH - cotpyanuk OO, OTBETCTBEHHBIM 3a HACTPOIKY,
BHenpenue u conpoBoxkacHue MCII/H. O6ecrieunBaer HyHKIIMOHUPOBAHKUE IOICH-
crembl yrpabieHus goctyrnoM MCII[IH u ynmoJHOMOYEH OCYIIECTBISATh MPEAOCTaB-
JIEHWE W pasTpaHUUCHHE JIOCTYyIa KOHEYHOro IMosib3oBatelns (omeparopa APM) k
3JIEMEHTaM, XPaHSIIIUM MIEPCOHATIbHBIC IAHHBIE.

Anmunuctpatop UCII/IH o6namaer ciienyomuM ypoBHEM J0CTYIA U 3HAHUM:

- o0aiaer noNHOW HHPOpMaLMEed O CUCTEMHOM U MPUKJIAJHOM MPOrPaMMHOM
obecneuennu UCII/IH;

- oOaziaet moyIHOM MH(pOpMaIeil 0 TEXHUYECKUX CPEACTBAX U KOHPUTypaluu

UCTITy;
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- IMEET JOCTYI KO BCEM TEXHHUUECKHUM CpelicTBaM 00pabOTKu MHPOpPMALUU U
nanabiM UCITIH;
- obnazaer mpaBaMU KOH(PUTYpUPOBAHMA M AJAMHHHUCTPATHUBHOW HACTPONKU

texHuuyeckux cpeacts UCITIH.

5.2. AiMuHHCTpPATOP 0€30MacHOCTH

AnMunuctpaTop 0e3omacHocTd - coTpyaHUK OO, OTBETCTBEHHBIN 32 (yHK-
muonrpoBanue C3I1JIH, BKiIto4ass oOCTyKMBAHHE U HACTPOUKY aJIMUHUCTPATHUBHOM,
CEpPBEPHOM U KIIMEHTCKOM KOMITOHEHT.

AnmuHHECTpaTOp 0€30MacHOCTH O0JIaJaeT CICAYIOMIMM YPOBHEM JOCTyIa H

3HAHUM:
- obmanaer mpaBamu A qmunuctparopa UCI/IH;
- obnamaer nonnou undopmarumeit 06 UCIH;

- UIMEET JIOCTYII K CPEeICTBaM 3allUThl HHGOPMAIIMKM U TTPOTOKOJIMPOBAHUS U K

yacTu Ki1ro4eBbIX djiemeHToB UCIIIH;

- HE UMEET MpaB JI0CTyIa K KOHQUTYPUPOBAHUIO TEXHUUYECKUX CPECTB CETH 3a
UCKIIFOYEHUEM KOHTPOJBHBIX (MHCIIEKIMOHHBIX).

AJIMUHHUCTpaTOp 0€30MaCHOCTH YIOJTHOMOYECH:

- peaIM30BbIBATh MOJUTUKY O€30MACHOCTH B YACTU HACTPOUKU CUCTEMBI KOH-
Tposst 3ammThl nHGopMmaruu (CK3U), MexkceTeBbIX SKpaHOB U CUCTEM OOHAPYKCHHUS
aTak, B COOTBETCTBUU C KOTOPHIMHU ToJib3oBatenb (Omnepatop APM) nomydaer BO3-
MOXXHOCTh padorath ¢ anmeMenTamu UCII/IH;

- OCYLIECTBIISITh AyIUT CPEJICTB 3AILUTHI;

- YCTaHABJIMBATh JOBEPUTEIbHbBIE OTHOIIEHUSI CBOEH 3alUIIEHHON CETU C Ce-

TAMH JAPYTUX MOJpa3aeICHHUM.

5.3. Onepatop APM
Omneparop APM - corpynauk OO, ocymectistonuii o6padotky [1JIn. O6-

pabotka I1/In Bkitouaer: Bo3MOxKHOCTh npocMotpa [1J1H, pyunoii BBoa I1/IH B cu-

cremy UCII/IH, dopmupoBaHue CipaBOK W OTYETOB MO MH(OpPMAIUH, TTOTYICHHON
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u3 UCII[In. Onepatop He UMeEeT MOJTHOMOYHM sl yIpaBiIeHUs MOJCUCTEMaMU 00-
pabotku nanubix u C3I1JIH.

Omneparop UCII/Ix o6agaer cieayronmmM ypoBHEM JOCTYIIA U 3HAHUMN:

- obajaer BceMu HEOOXOMMMBIMU aTpuOyramu (Hampumep, maposiem), odec-
MEYUBAIOIIMMU JOCTYI K HEKOTOpOMY oaMHOkecTBY [1/1H;

- paciojiaract KOH(l)I/II[eHHI/IaJIBHBIMI/I JaHHbIMH, K KOTOPBIM HMCCT OOCTYII.

5.4. AIMMHHCTPATOP CeTH

AnmMunuctpaTtop cetu - corpyaHuk OO, OTBETCTBEHHBIN 32 (PYHKIIMOHHPOBA-
HUE TeneKoMMyHUKamoHHou noacuctemsl MCII/{H. AnMuHUCTpaTOp CETH HE NMEET
MOJTHOMOYHUH IS YIIpaBJIEHUS TOICUCTEMaMH 00pabOTKH TAHHBIX U O€30MaCHOCTH.

AMUHHCTpATOpP ceTH 00Ja/1aeT CIEAYIOIUM YPOBHEM JIOCTYIA U 3HAHUIM:

- 00J1aziaeT yacTbio MHPOPMAIMK O CUCTEMHOM M MPHUKJIAJHOM MPOrpaMMHOM
obecnieuennu UCII/IH;

- obaaer yacTbio MHGOPMAIIMU O TEXHUYECKHUX CPEICTBaX U KOHPUTypaluu
NCIIdn;

- UMeeT (PU3UYecKui JOCTYN K TEXHUYECKUM CpeAcTBaM o0paboTku uH)Op-
MalliU U CPEJCTBAM 3aIIUTHL;

- 3HACT, 110 MEHbIIIEH MCpPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5, TexHHYeCKHUIi cCIENUATHCT MO 00CTYKUBAHUIO TepUpepUiiHOro
obopyaoBaHus

TexHudyeckuil cnenuanuct no oociyxkuBaHuto - corpyanuk OO (wmm UC-
[1/TH), ocymiecTBASIOMMA 00CITYy)XKHBAaHUE ¥ HACTPOUKY mepudepruitHoro o0opyaoBa-
aust UCIIa. TexHHUeckuil CHernuanucT Mo OOCTY)KMBAHUIO HE MMEET JOCTyma K
IT/IH, HE UMeeT MOJIHOMOYHH ISl YIIPABIICHUS MOJICHCTEMaMHu O0paOOTKH JTaHHBIX U
0€30MacHOCTH.

TexHnueckuil cienuanaucT no o0CIy>KUBaHUIO 00JIaaeT CIEYIONIIM YPOBHEM
JOCTYTAa ¥ 3HaHUI:

- o0azaer 4acThio MH(POpPMAIIMK O CUCTEMHOM M MPUKIATHOM MPOrPaMMHOM
obecneuennu UCII/H;

- o0naaeT 4acThio UHGOPMAIUU O TEXHUUECKUX CPEICTBAX M KOH(UTypaluu
UCII/H;
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- 3HACT, 110 MEHBbIIIEH MCpPC, OAHO JICTAJIbHOC UM AOCTYIIA.
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6. TpeOoBaHus K mepcoHaxy no odecrnevyeHnro 3amuToI [1/n

Bce corpynnuku OO, apnstonuecs noias3oBarensiMu MCIIIH, 10MKHBI 4ETKO
3HATh M CTPOTO BBITIOJNHITH YCTAHOBIICHHBIE TIPABWIIA M O0S3aHHOCTH TO JOCTYIY K
3aIUIAEMBIM 00BEKTaM U COOJIIOICHUIO IPUHSATOrO pexuma 6ezonacHoctu [1J1H.

[Ipy BCTyIuieHMM B JOJKHOCTH HOBOTO COTPYIHHMKAa HEMNOCPEICTBEHHBIN
HaYaJIbHUK MOApa3/eJeHUs, B KOTOPOE MOCTYMNaeT COTPYAHUK, 00sI3aH OPraHU30BaTh
€ro O3HaAKOMJICHHE C JIOJDKHOCTHOM MHCTPYKIIMEH U HEOOXOIUMBIMHU JOKYMEHTaAMH,
periiaMeHTUpyrouMu TpeboBanust no 3amurte [1/lH, a Takke oOydeHHe HaBbIKaAM
BBITIOJTHEHUS TIPOIIEYP, HEOOXOIUMBIX JJII CAHKIIMOHUPOBAHHOTO HWCIIONH30BAHUS
NCII/n.

CoTpyaHUK TOJDKEH ObITh 03HAKOMJICH CO CBEIEeHUSIMH HacTosimel [lomntukw,
NPUHATHIX Tporieyp padotsl ¢ anementamu UCITIa u C3I1/]H.

Corpynauku OO, HCMONB3YIONIME TEXHUYECKUE CPEACTBA ayTEHTU(PUKAIINH,
JOJKHBI 00ecTeunBaTh COXPAHHOCTb UJEHTU(MUKATOPOB (DJIEKTPOHHBIX KIIOUEH) U
He nonyckaTte HCJI Kk HMM, a Tak € BO3MOYKHOCTb UX YTE€pU WJIM HCIOJIb30BAHHUS
TpeTbuMu JuliamMu. [lofb30oBaTenyn HeCyT MEPCOHAIbBHYI0 OTBETCTBEHHOCThH 3a CO-
XPaHHOCTh UIEHTU(PUKATOPOB.

Corpynauku OO TOMKHBI CIEAO0BATH YCTAHOBICHHBIM IMPOLEAYypaM MOIIEp-
xaHus pexxuma OezomnacHoctu [1/1H npu BeIOOpE M MCTIONB30BaHUU MAPOJIEH (€CIU HE
UCTIONIb3YIOTCSl TEXHHUECKHUE CPEICTBA ayTCHTU(DUKAIIHH).

Corpynaukun OO m0mKHBI 0OecTIeUrBaTh HAJICKAIIYIO 3alUTy 00OpyaoBa-
HUS, OCTaBJISIEMOro 0e3 MPUCMOTpPa, OCOOCHHO B T€X CIydasiX, KOrja B MOMEIICHHE
UMEIOT JOCTYN MOCTOPOHHUE Jniia. Bece monb3oBaTenn AOMKHBI 3HaTh TPEOOBAHUSA
no 6e3zonacHoctu [1JIH m mpomemypsl 3amuThl 000PYIOBaHUSA, OCTABICHHOIO 0e€3
IPUCMOTPA, a TAKKE CBOU 00SI3aHHOCTHU MO0 00ECTICUCHUIO TaKOM 3alUTHI.

CoTpynHMKaM 3alpeliaeTcss YCTAHABIMBATH IMOCTOPOHHEE MPOrPAMMHOE
o0ecrieueHure, MOAKIIOUATh JIMUYHbIE MOOUJIBLHBIE YCTPOMCTBA U HOCUTENIU UH(OpMa-

I[MH, a TaK K€ 3alKChIBATh HA HUX 3allUIIAEMYI0 HH(OPMAIIHIO.
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CoTpynHuKaM 3ampeniaercs pasriiamarh 3alfiacMyo UH(pOpMaIHi, KOTO-
pas cTaja UM U3BECTHA npu padore ¢ uHpopmanuoHubiMu cuctemamu OO, TpeTbum
JTULAM.

[Tpu pabore ¢ [1/Jn 8 UCITIH corpyauukun OO 00s3aHBl 00€CTICUUTHh OTCYT-
CTBHE BO3MOKHOCTH mpocMmotrpa [IJ[H Tperbumu nuuamu ¢ MOHHTOPOB APM wim
TEPMUHAJIOB.

[Tpu 3aBepmienun padotel ¢ UCII[H coTpyaHuku 00s3aHbl 3amuTuTh APM
WM TEPMHUHAJIBI C TIOMOIIBIO OJIOKUPOBKU KIIFOYOM WJIM ADKBHUBAJICHTHOTO CPENICTBA
KOHTPOJISI, HAIPUMED, TOCTYIIOM I10 MApOJII0, €CIU HE UCIIONb3YIOTCA 00Jiee CUIIbHBIE
CPEJICTBA 3aIIMTHI.

Corpyaauku OO nomKHBI OBITH TPOUH(POPMUPOBaHBI 00 yrpo3ax HapyLIEHUs
pexkuMa OezomacHoctd [IJIH M OoTBeTCTBEHHOCTH 3a e€ro HapyuieHue. OHU JTOJKHBI
OBITH 03HAKOMJICHBI C YTBEPKJICHHON (hOpMaIbHOM MPOIEAYPON HATOKESHHS TUCIIH-
IUIMHAPHBIX B3bICKAHUW HA COTPYAHUKOB, KOTOPbIE HAPYLIWIU MPUHATHIE MOJUTUKY
u npoueaypsl 6e3omnacuoctu [1/1H.

CorpynHuku 0053aHBI 0€3 MPOMEIJICHUSI COO0IaTh 000 BCeX HaOII01aeMbIX
WJIM TIOJIO3PUTENBbHBIX ciydasx padoTel UCIIIH, Morymux mosieds 3a OO0 yrpo3bl
6e3onacHoctu I1/]H, a Takke O BBISBICHHBIX UMU COOBITUSIX, 3aTparuBaroux 0e3-
ormacHocTh [1J[H, pyKOBOACTBY MOJIpa3/ieieHus U JIUIlY, OTBEYAIOLIEMY 32 HEMEIJICH-

HOE pearupoBaHue Ha yrpo3bl 6e3onacuoctu [1J1H.
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7. JloaxHOCTHBIE 00513aHHOCTH NoJb3oBaTeael UCII/In

JlomkHOCTHBIE 00s13aHHOCTH Tosib3oBartenield MCIIJIH onrcaHbl B ClIeIyIOMMUX
JOKYMEHTAX:

- Unctpykuus anmunrctparopa 6ezonacuoctu MCI/IH;

- Muctpykuus nons3zoatens MCII/H;

- MHCTpyKLIMS TTOB30BATEN MPU BO3SHUKHOBEHUU BHEUITATHBIX CUTYallAM.

- MHCTpYKLMS 110 OpraHu3anyy apoJIbHOMN 3aIUThI.
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8. OtBercTBeHHOCTH coTpyannkoB UCIIAn

B cootrBercTBuu co cT. 24 @enepanbHoro 3akona Poccuiickoit @denepauun ot
27 uronst 2006 r. Ne 152-@3 «O nepcoHaIbHBIX JTAHHBIX» JIMIA, BUHOBHBIE B Hapy-
meHuun TpedoBaHuii nanHoro denepanbHOro 3aKOHA, HECYT IPAKIAHCKYIO, YTOJIOB-
HYI0, a/IMUHUCTPATUBHYIO, JUCUUIUIMHAPHYIO U UHYIO MPETYCMOTPEHHYIO 3aKOHO/1a-
TesbCTBOM Poccuiickon dexepanuu OTBETCTBEHHOCTb.

HeiicTByroniee 3aKkoHOAaTeNbCTBO P®D 1M03BOJSIET NPEABSBIATH TPEOOBAHUS IO
oOecrieueHuto 6e3onacHoi padoThl ¢ 3alIUIIAEMON MH(pOpMalMel U mpeaycMaTpu-
Ba€T OTBETCTBEHHOCTh 33 HApYLIEHUE YCTAHOBIEHHBIX MPaBUJiI dKcIuTyarauuu OBM u
CUCTEM, HEMPaBOMEPHBIA NOCTYN K WHGOPMAIMH, €CIH 3TH JACHCTBUS TPHUBEIHA K
YHUYTOXKEHUIO, OJIOKMPOBAHWIO, MOAU(PUKANK WHPOPMAIMA WU HAPYIICHUIO pa-
601e1 OBM wunu cereit (crareu 272,273 u 274 YK PO®).

Anmvunuctpatop UCII/In u agmuHECTpaTop 6€30MacHOCTU HECYT OTBETCTBEH-
HOCTh 32 BCE JICWCTBUS, COBEPUIEHHBIE OT UIMEHU MX YYETHBIX 3alIUCEU WM CUCTEM-
HBIX YUYETHBIX 3aIHMCEH, eclii He T0Ka3aH (PaKT HECAHKIIMOHUPOBAHHOI'O UCIIOIb30Ba-
HUS YUYETHBIX 3aMKCEN.

[Ipn nHapymenusix corpyanukamu OO - monw3oBarenssmu VCIIIH mpasuin,
CBA3aHHBIX ¢ Oe3zomacHOcThiO IIJ[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JNEUCTBYIOIIUM 3aKOHOAATENLCTBOM Poccuiickoit denepanumn.

[IpuBenenHbie BhINIE TPeOOBAaHUS HOPMATHUBHBIX TOKYMEHTOB IO 3aIlUTE WH-
dbopmanu JOMKHBI OBITH OTpakeHbl B [lomoxenusx o mompasnenenusx OO, ocy-
miectBisironux oopadorky I1JIn B UCII[IH 1 HOKHOCTHBIX MHCTPYKIMSX COTPY-
HukoB OO.

Heobxonumo BHectu B Ilomoxkenus o monpasneneHusix OO, ocyliecTBIsiO-
mux oopadotky I1/1n B UCII/IH cBenenust 00 OTBETCTBEHHOCTH X PYKOBOJUTEIICH U
COTPYIIHMKOB 3a pasrjalleHHe U HECAHKIMOHUPOBAHHYIO MOJAU(UKAIUIO (MCKaXKe-
Hue, ganscudukanuio) I1J1H, a Takke 3a HEMpaBOMEPHOE BMEIIATEILCTBO B TIPOIIEC-

Chl X aBTOMAaTU3UPOBAHHON 00paOOTKH.
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9. CnuCoOK HCIOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHMBHO-TIPABOBBIMM M METOAMYECKUMH JIOKYMEHTAMHM, HA
KOTOpBIX Oazupyercs HacTodlee [lonoxenue, aBIsOTCS:

1. ®enepanpubiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaNbHBIX JaH-
HeIX» (nanee — @3 «O mepcoHaNbHBIX JIAaHHBIX»), YCTAHABIMBAIOUIUNA OCHOBHBIC
OPUHIMIBL U ycnoBusi oOpadbotku IIJ[H, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHUKOB OTHOILIEHHH, CBA3aHHBIX ¢ 00padoTkoi [1/1H.

2. [locranoBnenne IIpaBurensctBa P® or 01.11.2012 Ne 1119
«O06 yTBepxkaeHNH TpeOOBAHUH K 3aIIUTE MEPCOHAIBHBIX TAHHBIX P X 00paboTKe
B UH(POPMAITMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JaHHBIX).

3. «Ilopsimok mpoBeaeHus Kiaccuukanuy MHPOPMAIIMOHHBIX CHCTEM Mepco-
HaJIbHBIX JAHHBIX», YTBEepkKAEHHbIH coBMecTHbIM [Ipukazom @CTIK Poccuu Ne 55,
®OCBb Poccun Ne 86 u Munundopmcessizu PO Ne 20 ot 13.02.2008 .

4. «ITonoxenne o0 0OCOOCHHOCTSIX OOpPaOOTKH MEPCOHAIBHBIX JAHHBIX, OCY-
HIECTBJISIEMOM O€3 UCIOIB30BaHMs CPEACTB aBTOMAaTU3alUuN», yTBepkaeHHoe [locra-
HoBjeHueM [IpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5. «TpeboBaHusg K MaTepHAIbHBIM HOCHUTEISIM OMOMETPUYECKUX IMEPCOHAIb-
HBIX JIaHHBIX W TEXHOJIOTUSIM XPAHEHUs TaKWX JAHHBIX BHE MH()OPMAIMOHHBIX CH-
CTEM IMEpPCOHAIBHBIX HaHHBIX», yTBepkAeHHble [locTtanoBnenuem IlpaBurenscTBa
P® ot 06.07.2008 r. Ne 512.

6. HopmaTuBHO-MeTOIMYECKHE TOKYMEHTHI DenepaabHOi CIIyKObl 10 TeXHU-
YECKOMY U dKCIepTHOMY KOHTposto Poccuiickoit @eaepannu (nanee - ®CTIK Poc-
cun) 1o obecnedeHuto 6e3onacHoctH [1/]x npu ux odopadorke B UCII/IH:

7. Pexomenpanuu mno oOecreueHrto Oe30MacHOCTH TEPCOHATBHBIX JaHHBIX
npu ux o6paboTke B MHOOPMAIMOHHBIX CUCTEMAaX MEPCOHANBHBIX TAHHBIX, YTB. 3aM.
aupexkropa PCTIK Poccun 15.02.08 1. (J11s1 ciry:keOHOT0 MOJIb30BaHMA).

8. OCHOBHbIE MEPOIPUATHS MO OPraHU3aAlMK U TEXHUYECKOMY O00ECIeueHHIO
0€30MacHOCTH MEPCOHABHBIX JAHHBIX, 00pabaThiBaeMbIX B MH(OPMAIMOHHBIX CH-
CTEMax NEPCOHAIBHBIX AaHHBIX, yTB. 3aM. aupekropa @CTOK Poccum 15.02.08 r.

(s cmy»)eOHOTO TIOIB30BAHUS).
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9. bazoBas mojens yrpo3 0€30MacHOCTH MEPCOHABHBIX JaHHBIX MPU UX 00pa-
00TKe B MHPOPMAITMOHHBIX CHCTEMaX MEePCOHAIBHBIX JAHHBIX, YTB. 3aM. JUPEKTOpA
OCTIK Poccun 15.02.08 r. (st cimy’xeOHOTO TIOIB30BaHUS).

10. Meronuka ompeeNieHus] aKTyadbHBIX YIpo3 0€30MacHOCTH MEPCOHATBHBIX
JIAHHBIX TP X 00pabOTKe B MHGOPMAIIMOHHBIX CUCTEMAax MEPCOHAIBHBIX JaHHBIX,

yTB. 3aM. nupekropa ®CTOK Poccuu 15.02.08 r. (J]1s1 ciaykeOHOT0 MOIb30BAHMA).
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[Tpunoxenue 1 . Knaccudukanus MCIIIH (Cornacno yrpaTuBiemy cuiy nocranosienno I[IpaBurensctea Poccuiickoi
Oeneparuu ot 17 Hosi6pst 2007 r. N 781 «O6 yrBepxknenuu [lonoxenus: 00 odecriedeHnn 6€30MacHOCTH NEPCOHAIBHBIX JaHHBIX

pHy UX 00paboTKe B MH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JaHHBIX» U AedcTBYHOMMM gokyMeHTaM OCTOK)

Ne [Inan - nepeyeHb TEXHUUECKUX MEPONPUATUN IO 00ECTIEYeHUIO OE30MaCHOCTH UCIIAn xnacca | UCIIdn knacca | UCII/Ix knacca
NCILJ K3 K2 K1
I B noxcucreme ynpasiieHNs JOCTYIIOM:
Peanu3oBaTh HACHTU(UKALIUIO M TPOBEPKY MOMTMHHOCTH CYOBEKTOB JIOCTYIIA MIPH
1 BXoJie B onepaunoHHyto cuctemy MCII/IH no naposto ycaoBHO-MIOCTOSSHHOTO Jei- + + +
CTBHSL, JJIMHON HE MEHee MIeCTH OyKBEHHO-IU(POBBIX CHMBOJIOB;
PeanuzoBaTh naeHTHPUKALNIO TEPMUHAIOB, TEXHUYECKUX cpencTB 00padoTku [1/1H,
2 y31n0B UCII/IH, KoMIIbIOTEPOB, KaHAJIOB CBsA3M, BHEIIHUX ycTpokicTB MCII/IH no ux - + +
JIOTUYECKUM UMEHaM (azipecam, HoMepam);
3 PCSUII/BOBaTIa UICHTU(PHUKAIHIIO TPOrPaMM, TOMOB, KaTaJIoToB, (paiiioB, 3amucei, mo- i + +
JIeH 3alKcel o0 UMEHaM;
4 PeanusoBath KOHTPOJIb 10CTyIIa CyOBEKTOB K 3alUILAEMbIM PECYPCAM B COOTBET- i + +
CTBUHU C MaTpULEH JOCTYyIa;
npu Hanmuuy nogkmoueHust UCITIH k ceTsim o01ero moib30BaHus JobkHO puMe- | He vioke 5S-ro | He mmke 4-ro | He nmke 3-ro
5 HSTBCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3allli- | YpPOBHA 3all- | YPOBHS 3allu-
HICHHOCTH HICHHOCTH HICHHOCTH
s obecnieuenus 6ezonacHoro MexcereBoro B3anmozeiicteust B UCI/In ans pas- He nuxe 5-ro He numxe 4-ro He nuxe 3-ro
6 HBIX KJIACCOB HEOOXOJAMMO HCII0JIb30BaTh MO YPOBHS YPOBHSA YpOBHSI
3aQIIMILEHHOCTH | 3aIIMILEHHOCTH | 3alUIIICHHOCTH

CpencTBo 3amuThl OT TPOrpaMMHO-MaTeMaTHIeckux Bo3zeicTeuii (ITMB):
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PeanuzoBaTh UIeHTUDUKALIMIO U ayTEHTU(PUKALIHMIO CYOBEKTOB J10CTYIa IPU BXOJIE B
CPEIICTBO 3aIlIUTHI OT MPOrpaMMHO-MaTeMaTudeckux Bosaericteuii (IIMB) u nepen
BBITIOJTHCHUEM MMH JTFOOBIX ONIEpAIdid TIO YIIPABICHUIO (YHKITUSIMU CPECTBA 3aIH-
T OT [IMB 1o nmaposnto (wiu ¢ UCIIONB30BaHUEM MHOTO MEXaHU3Ma ayTeHTU(HKa-
[IUU) YCIIOBHO-TIOCTOSIHHOTO JEHCTBUSI ITTUHOW HE MEHEE IIeCTH OYKBEHHO-
1IU(POBBIX CUMBOJIOB;

OcymecTBIATh KOHTPOJIb JIFOOBIX TEHUCTBUI CyOBEKTOB JOCTYIIA MO YIPABICHUIO
¢byHKUMAMEU cpeacTBa 3amuThl 0T [IMB TosbKO MocIie IpoBeIeH s ero yCIeHo
ayTeHTH(UKAIINH;

[IpenycMoTpeTh MeXaHU3MBI OJIOKMPOBAHUSA TOCTYIA K cpeacTBam 3amuTsl o [IMB
IIPY BBITIOJIHEHUH YCTAaHABIMBAEMOI'0 YKCIIa HEYTAUYHbIX NIONBITOK BBOJA NAPOJIS;

HeoOxoaumo npoBoauTh uaeHTHGUKALUIO (aiiIoB, KaTaJoros, MPOrPaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, UCMOJIb3YEMBIX CPEACTB 3auiuThl 0T [IMB;

B noxacucreme peructpanuu 1 yyera:

OcCyIIeCTBIATh PETUCTPAIMIO BXO/1a (BBIX0/1a) CYOBEKTA IOCTYIA B CHCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3arpy3KH U MHUIUAIHU3AIIMHN ONIEPALIUOHHON CUCTEMBI U
€€ MPOTPaMMHOI0 OCTaHOBA. Perucrpainus BeIX0oa U3 CHCTEMbI HJTH OCTAaHOBA HE
MIPOBOAMTCS B MOMEHTHI annapatypHoro otkitouenus UCI/In. B napamerpax peru-
CTpall¥ YKa3bIBAIOTCS J1aTa U BpeMs BXoja (BbIX0/1a) CyObeKTa 10CTyNa B CUCTEMY
(M3 cucTeMbl) WK 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBoaNTH y4eT Bcex 3allUIaeMbIX HOCUTENIEH HH(OPMALIUU C TTOMOIIBIO UX JIF000i
MapKHPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B )KYpHAJ (YUETHYIO KapTOUKY);

[IpoBOIUTH pEruCTpaINIO BX0/1a/BBIX0Ja CYOBEKTOB JJOCTYIA B CPEICTBO 3ALIUTHI OT
[IMB, perucrtpanuio 3arpy3ky 1 MHUIIMATU3AIMHA 3TOT0 CPENICTBA U €€ MPOrPAMMHO-
ro ocTaHoBa. B mapameTrpax peructpaiuu yka3slBaeTCsl BpeMsl U JaTa BX0/1a/BbIX0/1a
cyOBeKTa 1oCcTyma B cpeacTBO 3amuThl oT [IMB wunu 3arpy3ku/octanoBa 3Toro cpe-
CTBa, a TAK)Ke WICHTU(UKATOP CYOBEKTA JOCTYIIA, HHHIIMHPOBABIIECTO JTAHHBIC JCH-
CTBHUS;
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[IpoBoauTh perucrparnmio coobITUi NpoBepku 1 oOHapyxkeHus [IMB. B mapamerpax
perucTpaiyy yKkas3blBaloTCs BpeMs U JjaTa IpoBepKu miu ooHapyxenus [IMB, unen-
TU(UKaTOp CyOBEKTa AOCTYIA, MHUIIMUPOBABIIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJTHAEMBIX JAeHCTBUH 1O POBEPKE, TUI OOHAPYKEHHOW BPETOHOCHOI MPOrpaMMbl

(BII), pe3ynbraT neiicTBuil cpecTBa 3alMThl 1o 6jokuposanuio [IMB;

[IpoBoauTh perucTpairo cOObITUM IO BHEAPEHUIO B CpeaAcTBO 3amuThl oT [IMB na-
KeTOB OOHOBJIEHUH. B mapameTpax perucTpanuu yka3blBalOTCs BpeMs U gaTta 0OHOB-
JICHUSI, UJCHTUPUKATOP CYOBEKTa IOCTyIa, MHUIIMUPOBABIIIETO JAaHHOE JCHCTBUE
BepCHs M KOHTPOJIbHAs CyMMa MaKeTa OOHOBIICHUS;

[IpoBOIUTH perucTpaIyio cOOBITHI 3aMyCKa/3aBepIIeHUs] padOTHI MOYJIEH CpeacTBa
3amuTel oT [IMB. B napamerpax perucrtpanuy yka3bIBaroTCsl BpeMsI M jaTa 3aILyc-
Ka/3aBepieHus: padoThl, UIEHTU(PUKATOP MO, UIEHTU(UKATOP CyOBEKTa JOCTY-
11a, MHUIIMMPOBABLIETO JaHHOE JICHCTBHE, pe3yIbTaT 3aycKa/3aBepIIeHus: paboThl;

JI0JKHA IPOBOAMUTECS PErHCTpalUsl COOBITUI YIIPABICHUs CYOBEKTOM J10CTYyIIA
¢byHkuusamMu cpeactsa 3amutel oT [IMB. B nmapameTpax peructpanuu yka3blBalOTCs
BpeMsl M J1aTa COOBITHUS yIPaBICHUS KaXa01 YHKIMEH, HICHTU(PUKATOP U CIICIIH-
¢bukanys QyHKIHHA, ©ISHTHPHUKATOP CyObEKTa JOCTyIa, MHUIIMAPOBABLIETO JaHHOE
JICUCTBUE, PE3YyJIbTAT NCUCTBUS,

[IpoBoaUTH perucTpanuio COOBITUM MOMBITOK JOCTYIA IPOrPaMMHBIX CPEICTB K MO-
oynsaM cpencTsa 3amuTsl oT [IMB winu cnenuansHbeiv JoBynmikaM. B napamerpax pe-
THECTPALAN YKa3bIBAIOTCS BPEMsI M JaTa TOMBITKH TOCTYIIA, HICHTH(PHUKATOP MOTYJIS,
uACHTUGUKATOP U criennpuKaus Moays cpeacTsa 3aumTel oT [IMB (cneunansHoi
JIOBYIIIKH), PE3yJbTaT MONBITKH JOCTYIA;

[TpoBoANTH perucTpanmio COOBITUI OTKaTa Ui cpencTBa 3anmTel or [IMB. B napa-
METpax PETUCTPALlMU YKa3bIBAIOTCS BpeMs U JaTa COOBITHS OTKaTa, crienudukaus
NENCTBUI OTKaTa, HISHTU(PUKATOP CYyOBEKTa TOCTYIa, MHUIIMUPOBABIIIETO JAHHOE
JEUCTBUE, PE3YJIbTAT NECUCTBUS,

10

ObecneunTs 3alUTY JAaHHBIX PErUCTPALMK OT UX YHUUYTOXKEHUS WIN MOIU(UKAITUN
HapyLUTeIeM;

11

PeanuzoBaTh MeXaHH3MEI COXpPAaHCHUA JAHHBIX PCrUCTpAallvU B CIIy4ac COKPAIICHUA
OTBCACHHBIX IIOJ HUX PECYPCOB;
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12

Peann3oBaTh MeXaHU3MBI IPOCMOTPA U aHAJIHM3a JAHHBIX PETHUCTPANU U UX QUiTh-
TpaLUH 10 3alaHHOMY Habopy MapaMeTpoB;

13

[IpoBOIUTH aBTOMAaTHYECKUI HETIPEPBIBHBII MOHUTOPUHT COOBITH, KOTOPbIE MOTYT
ABIATHCS puuuHON peanuzauuu [IMB (co3nanue, pegakTupoBaHue, 3aUCh, KOMITH-
TSl OOBEKTOB, KOTOPBIE MOTYT coaepxaTh BII).

14

Peann3oBaTh MEXaHU3M aBTOMATHUYECKOT0 aHATN3a JAHHBIX PETUCTPALIUU O 1abio-
HaM TUMOBLIX nposiBieHuit [IMB ¢ aBTomMaTrueckuM ux OJIOKHPOBAaHUEM U YBEIOM-
JICHHEeM aJIMUHUCTpaTopa 6€30MacHOCTH;

15

[IpoBOANTH HECKOIBKO BUJIOB yueTa (AyOIHpYIOMIKX) ¢ pEerUCTpaluel Bbliayu (Mpu-
ema) HocuTenei napopmanuu;

16

OcymiecTBIATh PETUCTPALIMIO BX0/1A (BbIX0/1a) CYOBEKTOB JOCTYNA B CUCTEMY (U3 CH-
CTEMBI), JINOO perucTpanus 3arpy3ki 1 HHULUAIW3a1UU ONEPAUOHHON CUCTEMBI.

17

OcymecTBIATh PETUCTPALIMIO BbIIAUU MEYATHBIX (TpaduyecKux) JOKYMEHTOB Ha
«TBEpAYIO» Komnuio. B mapameTpax peructpaiiuu yka3bIBaloTCs (J1aTa U BpeMs Bbla-
yn (oOpanieHus K nojcucTeMe BbIBO/Ia), CeM(pUKaILUs yCTPOUCTBA BbIIayl — JIOTH-
YecKoe MM (HOMEP) BHEIIIHETO YCTPOMCTBA, KPAaTKOE COJepKaHue (HauMEHOBaHUE,
BUJI, WGP, KOA) U yPOBEHb KOH(PHUICHIIMATBHOCTH TIOKYMEHTA, UACHTU(DUKATOD
cyObeKTa JOCTYINa, 3alIPOCUBILETO TOKYMEHT;

18

Ocy1ecTBIATh PErUCTPALIMIO 3aITyCKa (3aBEpLICHHUs) POrpaMM M IPOLEccoB (3a1a-
HUH, 337a4), IpeHa3HAUYEHHBIX 1JIs1 00padOTKH 3amMIaeMbIx ¢aiioB. B napamer-
pax perucTpaluy yKa3bIBaroTCs JaTa U BpeMs 3aIycka, uMs (UIeHTU(UKATOp) Mpo-
rpaMMBl (TIpoliecca, 3a1aHus ), HIeHTU(UKAaTOp CyOBEKTa JOCTYIIA, 3alIPOCUBLIETO
nporpammy (Ipoiiecc, 3aJaHue), pe3yybTaT 3ammycka (yCIenHbli, HeyCIelHbIi — He-
CaHKLIMOHUPOBAHHbIN),

19

OCyIIeCTBIIATh PErHCTPALIUIO TOIBITOK JTOCTYIA IPOTPAMMHBIX CPEACTB (MPOrpamm,
MPOIIECCOB, 3a/1a4, 3aJaHNi ) K 3allUIIacMbIM (aiiiam. B mapameTpax perucrpanuu
yKa3bIBAIOTCS JIaTa ¥ BPeMsl MOTBITKH JOCTYIIA K 3alluIinaeMoMy (aiiiny ¢ ykazaHueM
ee pe3ynbTara (yCIelHas, HeyCIenHas — HeCAaHKIIMOHMUPOBAHHAs ), UACHTH()UKATOP
CyOBeKTa JOCTYyIA, crienu(uKaIys 3anumaeMoro gaiiia;
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20

OcCymecTBIATh PETUCTPALMIO MOMBITOK JOCTYIA MPOrPAMMHBIX CPEICTB K CIEAYIO-
IIUM JONOJHUTEIbHBIM 3aLUIAEMbIM 00bEKTaM JI0CTYIa: TePMUHAJIAaM, KOMIIbIOTE-
pam, yznam cetu UCII/IH, nuHusaM (KaHallaM) CBSI3U, BHELITHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaMm, Karauoram, (aiinam, 3anucsm, Mo 3anucei. B
rapaMmeTpax perucTpalnuy yKa3blBarOTCs JaTa U BpeMsl MONBITKHU JOCTYIA K 3allMIa-
eMOMY OOBEKTY C YKa3aHUEM €€ pe3yibTara (yCHelrHas, HeycrenHas — HECaHKIHO-
HUPOBaHHAas), UIEHTU(UKATOP CYOBEKTa AOCTYIA, CIeU(PUKAIIS 3aUIIAEMOT0
00BeKTa — JoruYeckoe uMs (HoMep);

21

[IpoBOUTH y4eT BCEX 3aIMINAaeMbIX HOCUTENESH HH(POPMAIIUU C TIOMOIIBIO KX Map-
KHPOBKH U C 3aHECEHHEM YYETHBIX IaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OUUCTKY (0OHYIEHHE, 00e3INYNBaHIE) OCBOOOKIAEMBIX O0IacTei
OTIEpPATUBHOW MaMSITH KOMITBIOTEPOB M BHEITHUX HaKomuTee. O4ncTKa OCyIecTB-
JsieTCsl OJTHOKPATHOM NMPOM3BOJILHON 3alUCBIO B OCBOOOXKAaeMyt0 001acTh MaMsITH,
paHee HCIOIb30BaHHYIO JJI XpaHEHUs 3allMIaeMbIX JaHHbIX ((aiiinoB, HPopMa-
1K),

B nmoxcucreMme o0ecriedeHns 1IETOCTHOCTH:

OObecreunTh IEeTOCTHOCTH MPOTPaMMHBIX CpeacTB 3amuThl B coctaBe C3I1/1H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOI cpelibl. IIpy 3TOM 11e10CTHOCT CPeACTB 3alUThI
MIPOBEPSETCS PU 3arpy3Ke CUCTEMBI 10 HATMYUIO UMEH (MAEHTU(UKATOPOB) KOMIIO-
HeHT C3I1/[H, 1eT0CTHOCTh MPOrpaMMHOI cpeibl 00ecreunBaeTCs OTCYTCTBUEM B
WCTI/IH cpencts pa3paboTKH U OTIAJAKU NPOrpamm;

OcymectBnate ¢pusnueckyro oxpany UCII/{n (ycTpoiicTB 1 HocuTeneit nHdpopma-
[IUN ), IPEeTYCMaTPUBAIOIIYIO KOHTPOJIb ocTyma B moMenienus MCIIIa moctopon-
HUX JIUL], HAJIMYNE HAJAEKHBIX IPENATCTBUN AJI1 HECAHKIIMOHUPOBAHHOI'O IPOHUKHO-
BeHus B nomernieHus UCII/{n u xpanunumie Hocureneld nHdopmanuu;

[IpoBoauTts nepuoguueckoe tectupoBanue Gynkuuii C3ITH npu u3smMeHeHUH mpo-
rpaMmMHoOM cpenbl U niepcoHana UCII/IH ¢ moMoIpio TeCT-porpaMm, UMUTHPYIOIINX
noneiTku HC/I;

JIOJDKHBI OBITh B HAMM4uUK cpeictBa BocctanoBineHus C3I1/{H, npenycmaTpuBaromme
BEJICHHE JIBYX KOIUI MPOTrPaMMHBIX CPE/ICTB 3aIUTHI HHPOPMALIUH, UX MIEPUOANYE-
CKO€ OOHOBJICHHE U KOHTPOJIb paO0OTOCIIOCOOHOCTH;
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[IpoBoaUTH MPOBEPKY LIETOCTHOCTH MOAYJEH cpeacTBa 3amutel oT [IMB, HeoOxo-
JUMBIX JJIsl €r0 KOPPEKTHOIO (PYHKIIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ UCI0JIb30Ba-
HHEM KOHTPOJIBHBIX CYMM,;

ObecneunTh BO3MOXKHOCTh BOCCTAHOBJICHHUS CpeAcTBa 3auuThl oT [IMB, mpenycmart-
puBarolas BeACHHUE JBYX KOMHM MPOrpaMMHOIO CPEJCTB 3alIUThI, €T0 MePUOIYe-
CKO€ OOHOBIIEHHE ¥ KOHTPOJIb pab0TOCTIOCOOHOCTH;

Peanu3oBaTh MeXaHHU3MBbI IPOBEPKH LIEJIOCTHOCTH AKETOB OOHOBJIEHUH CpecTBa
3amuThl 0T [IMB ¢ ncnonb30BaHMEM KOHTPOJIBHBIX CYMM;

[IpoBoauts pezepBHOE KormupoBanue [1/lH Ha oTuykIaeMble HOCUTEM HHPOPMATIHH;

B noacucreMe aHTUBUPYCHOM 3aLUTHI:

IIpoBoaKUTH aBTOMAaTHUYECKYIO MPOBEpKY Ha Hanuyue BII wnu nocneacreuii [IMB
nipu ummnopre B UCII/IH Bcex mporpaMMHBIX MoJlyJiel (IPUKIaAHbIX IPOTPaMM), KO-
TOpBIE MOTYT cozepkaTh BII, o MX TMIIOBBIM 11a0JIOHAM U ¢ TOMOILBIO IBPUCTHYE-
CKOTO aHaJIN3a;

Peanu3oBaTh MEXaHU3MbI aBTOMAaTHYECKOT0 OJIOKMpOBaHMs 0OHapykeHHBIX BII my-
TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOAYJIEH UIM YHUYTOKCHHUS;

PerynspHo BemonHsATh (ipu iepBoMm 3amycke cpeacTs 3amuThl [1/]n or IIMB u ¢
yCTaHABITUBAEMOU NMEPUOUIHOCTHIO) MPOBEPKA Ha MpeaMeT Hanuyus B HuX BIT;

Jomkna nauuuupoBaThea aBTromatuueckas nposepka UCII/In Ha npenmeT Hanuuus
BII npu BeisiBnennu ¢akra [IMB;

Peamu3oBaTh MexaHu3M OTKaTa AJI1 yCTaHAaBJIMBACMOI'O YHUCJIa onepaunﬁ yaajleHusd
BII u3 onepatuBHOM WM MOCTOSHHOW MaMATH, U3 IPOIPAMMHBIX MOAYJIEH U MPHU-
KJIaJIHBIX IIPOTPaMM HJIM IPOrPAMMHBIX CPEACTB, copepxkamux BIL

JononaurensHo B UCII/H 1okeH NpoBOANUTECS HENPEPBIBHBIN aBTOMAaTHUECKHI
MOHHUTOPHHT MHPOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO € 11eNblo BhisgBIeHUs BIL

VI

KonTpons orcyrcreus HIAB B 110 C3U1
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Jiist mporpaMMHOT0 00ecTieueH s, UCTIONB3YeMOTo TpH 3ammuTe nHpopmarmu B UC-
IT1x (cpenctB 3amuThl nHGOopManuu — C3M, B TOM uuciie ¥ BCTpOSHHBIX B 00IIeCH-
1 CTEMHOE U MpUKJIagHoe mporpaMMHoe obecnieuenue — [10), nomkeH ObITh 0OecnieueH + + +
COOTBETCTBYIOLINH ypOBEHb KOHTPOJIS OTCYTCTBHs B HeM H/IB (He nexknapupoBaH-
HBIX BO3MOKHOCTEH).

VIl Oo6Hnapyxenue sropxenuid B UCI1/Ixn

OOHapy)xeHue BTOPKEHUN JOJDKHO 00ECIeYMBATHCS IIyTEM UCIIOIb30BAaHUS B COCTa-
Be MCI1/IH nporpaMMHBIX UM IPOTrpaMMHO-alIapaTHIX CPEJACTB (cucTeM) OOHa-
pyxenus srop>xenuii (COB).

Heob6xonumo 00s13aTenbHOE NCIIOIB30BAHUE CUCTEMbI OOHAPY)KEHUS CETEBBIX aTakK,
WCHOJIb3YIOLINE CUTHATYPHbBIE METO/Ibl aHAJIN3A

HeoOxoaumo o0s13aTeIbHOE UCTIONB30BAHIE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
VICTIOJIb3YIOIINE CUTHATYPHBIE METObl AaHAJIM3a U METO/BI BBISIBJICHUS] aHOMAJIUH

VI 3ammmra MUCIx ot IIDMUH

Ge

st 06paboTku nHpopManun HeoOxoaumo ucnonszoBats CBT, yaosieTBopsronue
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuy mo 3JeKTpOMarHuTHOM COBMeE-
CTHUMOCTH, 110 0€30MaCHOCTH ¥ SPTOHOMHUYECKUM TPEOOBaHHUAM K CPEJCTBaM 0TO0-
paxkeHus uHGOPMALIMU, IO CAHUTAPHBIM HOPMaM, IPEIbSIBISIEMBbIM K BUICOIUC-
wieliHeiM TepmuHanam [I19BM (aampumep, [OCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBercTBusi UCI/IH TpeboBanmsm 6e3onacuoctu [1/1x

[IpoBecTu 00s13aTenbHYIO cepTUUKAIIUIO (aTTECTAINIO) 0 TpeOoBaHUsIM Oe3omac-
HOCTH MH(GOpPMAINH;

JlexiiapupoBaTh COOTBETCTBHE WIIM 0053aTENIbHYIO CEPTUDHUKAIHIO (ATTECTAIHIO) TIO
TpeOOBaHUAM O€30MaCHOCTH HH(POPMAITHH (IT0 PEIICHHUIO OTIePaTopa);

[Tpumeuanwne: s UCIIIH 4-ro knacca nmepedeHb MeponpusaTuid mo 3ammurte I1/[H onpenensercs B 3aBUCHMOCTH OT yIiepoa,

KOTOpBII?I MOJKET OBITh HAHECCH BCJICACTBUC HCCAHKIIMOHNPOBAHHOI'O UJIN HCIIPCAHAMCPCHHOI'O JOCTYIIA K HI[H
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[Tpunoxenue 2. YpoBau 3amunieHHocTH MCII/H (Cornacno HoBomy mnocranosienno [Ipasurenscrtea PO or 01.11.2012
N 1119 «O0 yrBepxkaeHnn TpeOOBaHUI K 3alIUTE MEPCOHANBHBIX JAHHBIX IPU UX 00pabOTKe B MHPOPMALIMOHHBIX CUCTEMAX Nep-
COHAJIbHBIX JAHHBIX).

¥31 |¥V32 (V33 (V3 4

Tpebosanus k 3ammre [1JIH \ YpoBeHb 3aIIUIIICHHOCTH

Opranuzanus pexxuma odecreueHust 6e30MacHOCTH MOMEIEHHH, B KOTOPBIX pa3MellieHa MHQOpMaIMoHHas! CH- + + + +
cTeMa, MPENsATCTBYIOLIETO BO3MOKHOCTH HEKOHTPOIMPYEMOT'O IPOHUKHOBEHUS WJIM TPEObIBaHUS B 3TUX ITOMEIIIe-
HUSIX JIML, HE UMEIOIUX MPaBa JOCTYMA B 3TH MOMELICHHUS.

OO6ecreueHne COXpaHHOCTH HOCUTEJIEH TIEPCOHATBHBIX JaHHBIX. + + + +

YTBepxacHue pykopogurenem oneparopa [I/[n nokymeHnTa, Onpeaesomero nepedeHs Jull, JOCTYIl KOTOPBIX K + + + +
IEPCOHAJIBHBIM JaHHBIM, 00padaThIBAEMbIM B HH(POPMAILIMOHHON CUCTEME, HEOOXOIUM JUIsl BBITIOJIHEHUS] UMU
CIIY’KE€OHBIX (TPYHOBBIX) 00S13aHHOCTEH.

9€

Hcrnonb30BaHKe CPEACTB 3aIUThI HHGOPMAIIMH, TPOIIEAINX MPOIEAYPY OLIEHKH COOTBETCTBHS TPEOOBaHUAM 3a- | + + + +
KoHoJIaTenbeTBa Poccuiickoit @eaeparuu B o0siactu odecniedeHus 6€30MmacHOCTH HH(OpMAIIUK, B cllydae, Korjaa
NPUMEHEHHE TAKUX CPEACTB HEOOXOIUMO ISl HeUTpaIU3alliK aKTyaJIbHbBIX YTPO3.

Heo6xoanMocTs Ha3HauEHUs! TOJKHOCTHOTO JHa (pabOTHHKA), OTBETCTBEHHOTO 3a o0ecreyeHue 0e3onacHocT | +
NePCOHAJTBHBIX JAHHBIX B HH()OPMAIIMOHHON CHCTEME.

B03MOXXHOCTB OCTYIA K COAEPIKAHHUIO MIEKTPOHHOTO JKypHaIa COOOIIEHUH HCKIIOUUTENBHO JUIS JOIKHOCTHBIX +
v (paOOTHHUKOB) OIlepaTopa UK YIIOJIHOMOYEHHOTO JIMIIA, KOTOPBIM CBEACHUS, COJIEPIKAIIMECs B YKa3aHHOM
JKypHaJie, HeOOXOJUMBI JJIs1 BHITIOJTHEHUSI CITY»KEOHBIX (TPYAOBbBIX) 00s3aHHOCTEH.

ABTOMaTHUYECKas pETUCTPalMs B 3JIEKTPOHHOM KypHalsie 6€30MacHOCTH U3MEHEHUS TOJTHOMOYHM COTPYAHHUKA +
orepaTopa Mo JOCTYIMY K MePCOHAIBHBIM TAHHBIM, COJICPKAITIMCS B HHPOPMAITMOHHOM CUCTEME.

Coznanue CTpyKTYPHOTO TIOJIpa3/IeNieH s, OTBETCTBEHHOTO 3a o0ecreueHne 6e30MacHOCTH NePCOHANBHBIX JaHHBIX | +
B MH(pOPMAIIMOHHOM cuCcTeME, INOO BO3JI0KEHNE HA OJTHO U3 CTPYKTYPHBIX MOJpa3ieiaecHuil GyHKIIUN 1Mo odecrie-
YEHUIO TAKOW 0€30MacHOCTH.
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